
"IP Ownership"

Miro
(data processor, data 

controller for Services 
Data, PP 2)

University
(data controller for 
Customer Content, 

PP 2)

Same 
agreement?

Whoops - Standard ToS 
refers to 19.14 but is 

section 20.14

Enterprise 
plan

(MCA)

Staff/Students
(users, data 

subjects)

User boards

Board owner 
owns data/IP

(MCA 2.5 & 2.6)

DPA 2.3

Customer legally responsible 
for personal data 
accuracy/collection

DPA 2.4

Can suspend service

(EU) Data 
Residency

SSO (eg Microsoft 365)

Miro & Data 
subprocessors

eg Amazon AWS, Google, 
Microsoft

Produces
Customer Content & 

Services Data

Data subject enquiries via 
Miro eg Subject Access 

Requests (DPA 4.1)

Reseller
(transaction 

broker only?)

Pass on

Data Export 
Agreement?

(DPA 8)
Legitimate interests use (PP 4)

eg: maintain, develop and improve 
products/services

includes AI feature development 
(enterprise opt-​in)

historical trends and predictive 
usage modelling

billing, marketing & admin

Third party data (PP 3)
eg affiliate data combined 

to produce aggregate 
analytics, marketing etc

Analytics 
Dashboard

Third party Miro 
customers/users

Third Party Services
eg 3rd party AI models

additional data 
(sub)processors

3P service 
agreements

Data rents such as analytics, 
usage metrics, performance, 

marketing, AI training

Start Here

Express prohibition of using service with Restricted Data eg HIPAA

Vendors
eg subcontractors of 

(sub)processors
required to process 

personal data only for 
Miro etc use and not for 

vendor use (VDPA)
Does this also 

apply to 
Services Data?

Quick Links:
Master Cloud Agreement (MCA, enterprise ToS equivalent): https://miro.com/legal/master-​cloud-​agreement/
MCA Guide: https://miro.com/legal/miro-​mca-​guide/
Privacy Policy (PP): https://miro.com/legal/privacy-​policy/
Customer Data Processing Addendum (DPA): https://miro.com/legal/customer-​data-​processing-​addendum/
AI Addendum: https://miro.com/legal/ai-​features-​addendum/
Vendor DPA (VDPA): https://miro.com/legal/vendor-​data-​processing-​addendum/
Sub-​processors: https://miro.com/legal/documents/Miro-​Current-​Subprocessors-​List.pdf
Data Residency: https://help.miro.com/hc/en-​us/articles/23084283851026-​Data-​residency-​at-​Miro

It seems you can categorise 
Miro's approach to personal data 
into two broad categories (PP 
2,3):

Customer Content
Customer Intellectual Property  
such as board content
(customer is data controller, Miro 
is processor)

Services Data
Miro Intellectual property - data 
produced through use of Miro: 
devices, usage metrics, metadata 
etc
(Miro is data controller)

Customer (University) agrees to terms.

Do users agree to 
any terms?

Complex 
contractual
interrelationships!

The Miro Miro Board
Miro data governance

https://miro.com/legal/master-cloud-agreement/
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https://miro.com/legal/customer-data-processing-addendum/
https://miro.com/legal/ai-features-addendum/
https://miro.com/legal/vendor-data-processing-addendum/
https://miro.com/legal/documents/Miro-Current-Subprocessors-List.pdf
https://help.miro.com/hc/en-us/articles/23084283851026-Data-residency-at-Miro

