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1 Introduction

The Facility Online Manager, FOM®, is a professional and customizable online application that
provides a complete solution to shared facility management. It incorporates many features that are
not seen in other scheduling systems. These unique features make FOM® a highly secure,
versatile, reliable, and easy-to-use system for both the users and the facility administrators. FOM
Networks works with every customer institution to customize the system. Common customization
projects include institution-wide single sign on, special formatting of billing and reporting, or
modification of graphical user interface. Any and all aspects of FOM® are customizable, from the
color scheme to integration with any software you are currently using.

FOM® may be used to track the usage and payments per instrument time, per sample, per
consumable, or per staff time. FOM® is ideal for:

+ Small research groups (no billing involved, share among group members only)
+ Core facilities (centralized management)

* Recharge centers (configurable billing and invoicing)

* Research service labs (work order and collaboration tracking)

» Central office for research (unified reports)

If you need more information about the Facility Online Manager system, please contact:

General questions about FOM® system:

General FOM Networks, Inc. email
info@fomnetworks.com

FOM® Technical Issues and System Troubleshooting:

Shu-You Li, Ph.D.
shuyou@fomnetworks.com
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2 User Roles

2.1 System Administrator

System Admin is the highest-level administrator in the system. System Admin login is usually
generic and not tied to any personal username or email, so that the System Admin login can be
easily transferred at any time. Usually there is only one System Admin for a FOM license holder.
For Standard and lower license holders System Admin is the same as Facility Admin because
these levels of FOM license allow only one Facility in the system. System Admin’s task include (1)
add new facilities into the system and assign Facility Administrators, and (2) configure system-wide
settings.

2.2 Facility Administrator

Facility Admin oversees managing of individual facility. In a FOM system with Enterprise
license, there may be many facilities hosted on one server. A Facility Admin cannot see other
facility’s billing and reporting information. Facility Admin’s tasks include (1) configure facility-wide
settings, (2) add of new instruments and assign Instrument Managers, (3) define fee structures of
an instrument, (4) download billing and reporting files. There are other things that a Facility Admin
can do, such as (5) set up facility holiday schedule, (6) set up user survey, (7) manage the list of
departments, and (8) manage the list of supervisors. One facility may have multiple Facility
Admins.

2.3 Instrument Manager

Instrument Manager is the person who manages instrument use, does service experiments for
a user, performs user training and grants user’s access to the instrument. Instrument Manager’s
tasks include (1) configure instrument access rules, (2) modify instrument fee structure, (3) reserve
instrument for various purposes, (4) perform training for new users, (5) charge training fee or
service/assistance fee, (6) verify user information, (7) grant user’s access to the instrument at
various levels, and (8) collaborate with users and charge service fee. Other things that an
Instrument Manager can do include (9) adjust a user’s usage records, and (10) email various
groups of users using FOM email list. One instrument may have multiple Instrument Managers.

2.4 User

User is the person who may apply and use any of the resources hosted on the FOM system.
After registration in FOM system, User has no access to any resource by default. The User’s
access must be granted by Instrument Manager. User’s tasks in the FOM system include (1)
register username in the system, (2) maintain a list of valid financial account numbers, (3) search
and apply instrument access, (4) attend training and be granted access by Instrument Manager, (5)
reserve instrument ahead of time, (6) logon instrument before usage, (7) logoff instrument after
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usage, (8) modify or cancel a reservation, (9) request service and collaboration with Instrument
Manager, and (10) download usage history report.

2.5 Supervisor and Supervisor Assistants

Supervisor Assistant is a great helper in maintaining the group members’ information. Any
regular user may be assigned as a supervisor assistant to any supervisor in the system. Once
granted Supervisor Assistant role, the user will see Supervisor Home page after logging in FOM.
Supervisor Assistant’s tasks include (1) maintain user’s financial account numbers, (2) download
group member’s usage reports, and (3) report misuse of financial account numbers to Facility
Admin or Instrument Manager for corrections.

2.6 Business Manager and Auditor

Business Manager and Auditor can do billing and download facility statistic reports on behalf of
Facility Admin without access to other Facility Admin level functions. Facility Admin can define
which report the Business Manager can view and download.

3 Installation and Setup of System Admin

FOM Networks staff will help you set up the FOM server. Once the server is up
and running, you will be given a URL to access your FOM system. If your FOM _
system is hosted by FOM Networks, the URL is https://www.instrumentschedule.com/. %

When you first time visit the FOM system, you will be prompted to initialize the
installation and set up the System Admin user account. The System Admin username, password,
and email must be generic so it may be transferred to another person when needed. Do not use
your personal username, password, and email as the System Admin user!

a) In aweb browser, type in FOM system URL. You should see a page like this.

im} D Welcome to use FOM system X —|—

&« G @ fom.example.edu O ®m 3 : e 9= L dew

Facility Online Manager™ (FOM) Software
Terms of Service and Software License Agreement

These license tarms establish a binding agreement between FOM Networks {hereinafter referred to as "Licensor™) and you (hereinafter referred to as "Customer” or "Licensee"). By clicking on the
"accept” button and dewnloading the Facility Online Manager™ software, you agree to be bound by the terms and conditions of this Terms and Service and Software License Agreement
(hereinafter referred to as "Agreesment™).

This Agreement incorporates the terms and conditions of the Quotation previously provided to you by FOM Netwerks, which identified the type of license you sought, the fees for your initial
license, your annual renewal fee, and your cost for customization, installation and training services (hereinafter, "Quotation”). The terms and conditions set forth in the Quotation are hereby
incorporated herein and made a part hereof into this Agresment.

BY DOWNLOADING AND/OR USING THE LICENSED MATERIALS, YOU ACCEPT AND AGREE TO ALL THE TERMS AND CONDITIONS OF THIS AGREEMENT. IF YOU DO NOT
ACCEPT THEM, DO NOT DOWNLOAD OR USE THE LICENSED MATERIALS.

b) Read the End User License Agreement, scroll down, and then fill in the required
information. Your FOM License ID and the installation passcode should have been given to
you by email.
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BY DOWNLOADING AND/OR USING THE LICENSED MATERIALS, YOU ACCEPT AND AGREE TO ALL THE TERMS AND CONDITIONS OF THIS AGREEMENT. IF YOU DO NOT
ACCEPT THEM, DO NOT DOWNLOAD OR USE THE LICENSED MATERIALS.

D IHEREBY AGREE TO THE TERMS OF SERVICE AND SOFTWARE LICENSE AGREEMENT FOR FACILITY ONLINE MANAGER™ SOFTWARE
AND LICENSED MATERIALS DESCRIBED HEREIN.

License Name:[ | This will be your abbreviated "brand name" and will show up on the front page your FOM systam.
LicenseID:[ | The License ID and and installation passcode below should have been sent to you by email

Passcode: | |

Server Time-zone: [(-5:00) ESTSEDT ~]

System Admin Username: | SysAdmin This is the special system administrator username of your FOM system, which is non-editable.

System Admin Email: \ | It is recommended fo use a special service email address such as fom@example.edu instead of

personal email, and you may set to forward all the emails to your personal address.

System Admin Password: | |

Re-enter Password: | |

OK Cancel

c) Submit the installation form, you will see this page.
&« O (ﬂ) fom.example.edu/fom/instal 0 [os] L 5 {3 Tfé i “Hom
= Acme Institute - FOM - Install Finished System Admin ¢

Facilify Online Manager,

Time on server
Sunday Oct. 24

062359 The installation is donel
Befare inviting facility administrators, instrument managers, and student users to register their usernames, you must click the left-side menu
items Departments and Supervisors to add their information into the system, as the selection of depariment and supervisor is required for any
user registering in FOM.

# Admin Home
# User Home

Ll Reports

Facility Config

= Email Templates
% Safety Certificates

% Departments
) Supervisors
3 Users Admin
B Email List

% Documents

& My Profile
@ Contact Manager

® Logout

d) Now you need to add departments and supervisors into the FOM system. Please refer to
sections 7.18 and 7.19 for more details.

e) After adding at least one department and one supervisor, you can invite all your facility
administrators and equipment managers (including yourself!) to register their own
usernames in the system. Before setting up new instrument (or for enterprise licensees,
new facility), you must have the corresponding facility administrators and instrument
managers registered in the system.



4 User Registration

All users, no matter which user role a person holds in the FOM system, needs to register a
login username to start. You will be given a URL to access your FOM system. If your FOM system
is hosted by FOM Networks, the URL is https://www.instrumentschedule.com/. If you have your
own server, please write down your FOM URL below before you distribute this manual to users.

FOM System URL:

|https://fom.ph.ed.ac.uk|

a) Visit FOM system welcome page. The login page may look like one of the following two
screenshots, depends on whether your FOM has been configured with institutional single sign-

on.

Eacilify Online Marager

Login — NTU Network Accoupt

Welcome to Acme University Facility Online Manager (FOM®)

r Coutrrmnal lleoae A Lnt

FOM Welcome page with Single Sign On

Time on server
Thursday Dec. 10

16 :53:32

'Faclllty Online Manager - Welcome

|

Sht i

Saturday Feb. 28
10:49: 36

Lam & new user

User name

Fassword

Welcome to Facility Online Manager (FOM™)

d - UserPolicy - User Manual

FOM Welcome page without Single Sign On

. " " . . . .
b) Click "I am a new user", then fill the registration form to register new username.
= Acme Institute - FOM - User Registration X
FOM New User Registration
User Class: @ Internal User O External User
Escility Ornlie Manager LognName: [ |
meayiers: L —
ERRE el —
Email [
Category. - Select One - v
Discipline: _ Select One - -
Department: | ~ ‘ My department is not listed here
Supervisor: | ~ ‘ My supervisor is not listed here
! I Add the th bers and enter the answ
< l_g"_'_‘_m.f_gﬁ‘ ? ‘ e three numbers and enter the answer. >
Submit

Read and fill the anti-SPAM field carefully
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5 Add Financial Account Number

a) After registration you will see this warning window. You must add one account nhumber to
continue, unless you will become a manager (Facility Admin, Instrument Manager, or
Supervisor Assistant).

All non-manager users must have at least one valid financial Account Number before using FOM. Please click here to add a new Account
Number.

If you are a manager or supervisor/assistant, please close the window and inform your facility administrator to upgrade your user role.

b) This account number is typically your institution's internal financial account and may be
validated with the rules set by the System Administrator. If you have questions regarding what
to enter as the account number, please contact the facility manager.

Update Account Number

# Research description name Account Number Is Active? Set as default
Ezcility Online Wanzger
Time on server
Sunday Oct. 24 Add a new account
06:49:59 Intemal users must provide valid active financial account

# test677 Home

Research description name | (You should type something like "Study of Bees” or XYZ facility Material
Analysis)

21 Collaborate & Service

A Purchase Supplies Account Number:

4 Chemicals
& |Lending ltems

*Internal users must provide valid Account Number.

Category:

Business
% Documents Purposes/Description

B User Report

& My Profile

< My Accounts Add this account

6 System Administrator Tasks

6.1 Maintain safety certificate list

Safety training and certificate tracking are critical and common to every laboratory, especially
the shared facilities with students coming from various departments and with different background.

Safety certificates can be maintained by System Admin or Facility Admin. Certification may be
provided by the institution, a third-party system, or a Safety Training resource defined in FOM (see
section 7.14 and 7.15 for more information).

List of Safety Certificates

Eacilify Online Manager #  CertCode Description Certification URL Expiration Reminder
Days Days
Time on server
Sunday Oct. 24 0 ‘ | | | | ‘ ‘ | \:I Add New
06-58 04 1 [BIOSAFE | | Biclogical Safety Certification | [htpsihwwnresearch. | &  [365 | Update  Delete
& Ad o 2 ‘ BBP | | Bloodbarne Pathogens for Clinical or Research Lab Workers | | https:/iwww.research ‘ &P ‘ 365 | Update Delete
min Home
3 ‘ X-RAY | | X-Ray training | | https:/iwww.research. ‘ &£ ‘ 365 | Update Delete

#& User Home

$ Billing

Ll Reports

Facility Config

® Emaillemolate
% Safety Certificates
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6.2

Add new facility and assign facility administrators

Login with System Admin username and click on “Facility Config” link on the left-side
navigation menu, and then click on the “Add a new facility” button.

Eacilify Ortire Manager
Time on server Facility description {(keep short, no line breaks)
Sunday Apr. 4

20:26

# Admin Home

# User Home

139

Facility Config

.-
:

Facility information

Choose a facility v |_Add a new facility

Faciliy website URL  [htip.// J

Invoice template file name ‘ Jfom_config/user_html_files/Fac_Name_Invoice_Template.htm ‘

User agreement URL ‘ ‘ This file is shown when user apply to use equipment

User verification \zl

0: No verification needed. New user can request training on equipments right away

% Safety Certificates 1-98: Verification neaded before use of facility. Verification expires in the number of years. Put 99 if it never expires

& Departments Facility Administrators

Select Facility Admin

Q Supervisors
[E Users Admin Open to public user applications @® Open to svery registered user_) Private group use only

Email List

My Profile

2| 0

G

Logout

a)
b)
C)

d)

e)

)
9)

h)

Sand email when user equipment level changes Q Always send O Neversend @ Prompt each time

Documents Facility status @ Active O Inactive

Add This Facility

Contact Manager

Facility Name. This field is limited to 50 characters.

Facility Description. This field is limited to 1000 characters.

Invoice Template. Invoice template file is used to generate invoices for external user. The
invoice template file usually needs to be customized by FOM Networks, Inc.

User Agreement URL. This is a facility-wide user agreement that shows up when a user
applies to use the very first equipment of the facility. For the system-wide user agreement
that shows up when a user registers a new username in the entire FOM system, please see
the System Config part described in the next section.

User Verification. User verification is set in number of years. When a user’s access needs
to be re-verified, an email is automatically sent to the user.

Facility Administrators. Select one or more existing users as the Facility Administrators.
Open or Private Facility. A facility may be set to be open or private. The resources in a
private facility are not visible to FOM users unless the users are granted access.

Send email when user equipment level changes. This facility-specific setting is for the
convenience of managers when granting user’s access on each instrument.

Facility Status. A facility may be marked as Inactive temporarily for troubleshooting
purposes. Marking a facility as inactive will not affect the status of the resources of the
facility but just make them invisible until the facility is marked back to active.
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6.3 System-wide settings

Login as System Admin, in the same page of Facility Config, scroll to lower part of the screen,
you can see the part of System Configuration. This part is not visible to Facility Administrators.

Facility information
Choose a facility .. ~| Add a new facility

Ezcilify Ontine Mansger

Time on server
Thursday Dec. 10

17:08:27

# Admin Home

# User Home

i Rers
& Facility Config
= EmallTemplates

# Safety Certificates

System Configuration

Institution name:

Verify email upon new user registration:
System-wide user policy

Deactivate user login:

System Catch-All Email:

Show handy links

Note to all users

| this university |

EO No verification; 1: Verify new user email.

| |Thi5 file is shown when user register new account
D days of inactivity

@® YesCO No

& Departments
O Supervisors 4
8 Users Admin

B Email List

Update

a) Institution Name. Limited to 100 characters.

b) Verify email upon new user registration. It is highly recommended to turn this on to
ensure every user enters valid email address when they register username in the system.

c) System-wide User Policy. Unlike the facility-level user agreement URL, this one is for
every user who is registering new usernames in the FOM system. The facility-level user
agreement will show up only when the user applies to the very first equipment of that
facility.

d) Deactivate user with X days of inactivity. A username may be automatically deactivated
if the user has not used any equipment in FOM for X days.

e) System Catch-All Email. This field sets the email address that will be used to send/receive
all automatic emails such as requests to add new departments or new supervisors.

f) Show handy links. Handy links (showed at the right side of the screen) may be edited for
user’s convenience, or completely hidden with this setting. Free License holders cannot
disable the handy links.

g) Note to all users. This is the text that is shown up in the FOM welcome page below the
User Logon form. You may use standard HTML tags such as <p>, <br>, <b>, <u>, etc.
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7 Facility Admin Tasks

7.1 Admin Home page

Admin Home page provides various information and links that a Facility Admin or Instrument

Manager use at daily basis.

Click to see usage

= Trial University - FOM - Ad|

3D Printer MJM

Equip status:

Farilify Online Manager

Time on server
Click to go to the
instrument calendar

Click to see to-be-
trained users

Note to users: click \ \gdi

Click to change

records history

Click to open resource
configurations page

Click to pin this
resource to top of

ours

Equip status: [AVAIEBIEN

Note to users: Formatted t.*t

Equip Usage Hours

Click to edit note

[# User Survey

to users

1018 0/19 10/20

— instrument status the page
i o
] g
S Biling
Ll Reports 4 4
Facility Config
#® Safety Certificates 0 0
* Holidays 10116 1017 10118 1019 10120 1021 10722 10723 10/16 1017
Time v| | Lastsdays v

7.2 Facility configurations

Login as Facility Admin and click Facility Config on the left side menu.

See Section 6.2 for more information.

7.3 Special resources - Consumables

Facility Admin

10122

o

10/23

Time v

Login as Facility Admin, go to Resources Admin page. At the top of the page, there are three
drop down lists where you can maintain Regular Resources, Special Resources, and Add New

Resource.

Resource Configuration
Electron Microscopy Lab

E30ility Online Manser

Time on server
Sunday Apr. 4
20:32:-48
# Admin Home
# User Home

=]

$ Biling

|l Reports

Facility Config

# Safety Certificates
2+ Helidays

& User Survey

i Departments

£ Resources Admin

Bed\lzintenance Recorg

Consumables

Accessories

Lending ltems
Chenmicals

Other Assets
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In the Special Resources drop-down, select Special Resources — Consumables to maintain

the consumables of the facility. Consumables can be sold either standalone or as a part of
instrument usage.

Resource Configuration
Electren Microscopy Lab v ¥ | Consumables v v

General Information

Faeiliiy Oaline Manasr

Time on server

Sunday Apr. 4 Resource Type: Consumables or any charge per unit items that can be sold separately or with instrument logoff

# Safety Certificates

% Holidays

|
|

| Stainless Steel Tweezer | [ pairs N EERED | v x
|

| Au Deposition Thickness | [nm | [12 ] [sess

& User Survey

& Departments
O Supervisors
2 Resources Admin

More Information x

Item Name Stainless Steel Tweezer
Re-order status / notes

Vendor name | |

Vendor website | |
Vendor address

Vendor phone :
Catalog number| |
Lastorderprice 0 |

Last order date

Save Close

a) Consumable Name. Limited to 50 characters.
b) Unit. Enter applicable unit of the consumable.

20:45:48
Resource Name: | Consumables |
& Admin Home Revenue Account Number: | 0000 [This is the financial account number to receive usage fees Save
#& User Home
=] .. - | Consumables SearchiFiler ]
. 3 Amount in
5 Billing Consumable Name Unit Price stock
[0l Reports [ J || || =
Facility Config [ Ciquid Niragen | [litres | [15 | [9997 *

c) Price. This is the sales price that will be charged to users when user purchases from the

facility or checks out when logging off an instrument.

d) Amount in stock. This number is automatically deducted with user purchases. When this
number is running below zero, Instrument Managers will see the consumable name at the

top of the Admin Home to remind the managers for refill.

e) QR Code. Each consumable has a QR code and can be printed for users to check out

consumables conveniently with their smart phones.
f) Notes. This note is visible only to the managers.

g) Vendor Information. These fields are used to keep the vendor information for easier re-

ordering of the consumables.

h) Consumables may be associated with a regular instrument so that users may purchase

when logging off on the calendar. See Instrument configuration part in section 7.8.

7.4 Special Resources - Accessories

Accessories may be defined when an instrument has multiple operation modes, attachments,

or specimen holders that are rechargeable when applied.
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Resource Configuration
Electron Microscopy Lab - + | Accessories - -
General Information

Facility Ornline Marager

Time on server

Sunday Apr. 4 Resource Type: Accessories, attachments, or operation setups that can be associated with general instruments and can be charged per use or per hour
21:10:12
Resource Name: | Accessories |
# Admin Home Revenue Account Number: | 0000 [This is the financial account number to receive usage fees. =
# User Home
=] + | Accessories SearchFiter [ |
Accessory Name Charge Rate Charge Policy
$ Biling - .
|| | | ‘ () peruse @ per hour +
Ll Reports | N e =
Cryo stage attachmant 50 O peruse @ per hour v x
Facility Config i i
| Tomography holder ‘ | 100 ‘ () peruse @ per hour v x

# Safety Certificates

2 Holidays

& User Survey

i Departments
O Supervisors
£ Resources Admin

& Maintenance Records|

a) Accessory Name. Limited to 50 characters.

b) Accessory Charge Price. You may charge an accessory per use or per hour. This is
additional to the regular instrument usage charge.

¢) QR Code and More Info. Same as consumables, managers may print QR code, notes,
and Vendor information of any accessory.

7.5 Special Resource - Lending ltems

Lending Items are small devices or tools that a user may borrow from the lab and keep for a
relatively long time. Managers may define to charge the user per hour, per day, or per month.

Resource Configuration
Electron Microscopy Lab A v | Lending ltems A v
General Information

Facilify Online Mansger

Time on server

Sunday Apr. 4 Resource Type: Lending items or small tools that a user may borrow and keep for extended time
2118 47 Resource Name: | Lending ltems

& Admin Home Revenue Account Number: | 0000 [This is the financial account number to receive usage fees Save
# User Home
s - | Lending Items SearchfFiler | |
§ Billing Name Charge Policy Int. Price  Ext. Price gslp;m ﬁﬂs:
il Reports [0 ] | M | | O O &
Facility Config [ Portable GPS | [Perday ~| [& ] [12 (] O v x
% Safety Certificates | Oscilloscope | [ Perhour ~| [1 | [s | O v ®
2 Holidays
& User Survey

& Departments
Q Supervisors

# Resources Admin

& Maintenance Records

7.6 Special Resource - Chemicals

Chemicals tracking module allows managers to keep track of chemical inventory and for users
to easily find the location and stock amount of any chemicals, their MSDS sheets, and other
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information quickly. Managers may maintain the vendor information for each chemical item for

easier reordering.

Resource Configuration
Electron Microscopy Lab v

Facilify Oalire Manager 5
General Information

Time on server
Sunday Apr. 4 Resource Type: Chemicals: Inventory management for easy locating, re-ordering, and MSDS lookups
21:29:48

Resource Name: | Chemicals |

# Admin Home Revenue Account Number: | 0000 [This is the financial account number to receive usage fees. Save
# User Home
B | eq ~ || €hemicals in the facility SearchiFilter: [Chemical name |Location
Location Group Code Chemical Name Unit Amount
= Sing | ] | | | \
|l Reports
‘ Room 101, Cabinet #1 ‘ | Base-01 | ‘ Potassium Hydroxide | ‘ v
Facility Config
# Safely Certificates | Room 107, Fridge, 2nd shelf | | Glues | [ m-bond Glue | | v
+ Holidays [ Room 107, Left Hood | [ Acia-01 | [ Perchioric Acid | | v
[# User Survey
& Departments
Q Supervisors
# Resources Admin
= =
More Information x

Item Name M-bond Glue
CAS Number

Location [Room 101, Fridge, 2nd she
SubLocation

MsDs

SOP

Description
Comment/Note

Vendor name

Vendor website

Vendor address

Vendor phone

Catalog number

Last order price |0

Last order date |04/04/2021
Expire date |01/01/1999

Save Close

7.7 Special Resource - Other Assets

Assets module allows tracking of all assets in the lab, their vendor information, tech support

information.
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Facitify Online Manager

Time on server
Sunday Apr. 4

# Safety Certificates
# Holidays
[E;

it Departments
€ Supervisors

& Resources Admin

Resource Configuration

Electron Microscopy Lab v

Resource Type: Cther Assets: Inventory management for auditing and reporting

General Information

7.8 Special Resource - Service

Collaborate and Service templates may be added in the Resources Admin page by selecting
Special Resource — Service. Usually you create the service request forms with Word or Excel
format, and FOM Networks helps to convert the form to the required HTML format. An example of
the service request form can be found in section 8.10.

21:33:51
Resource Name: | Other Assets |
& Admin Home Revenue Account Number: | 0000 [This is the financial account number to receive usage fees. Save
# User Home
£ ... = | Assets in the facility SearchiFiter: |
§ Name Location Serial Number Comment/Note
® Biins | | | | | | | \ .
Ll Reports
‘ Optical Microscope ‘ | Room 1.2 | ‘ 54321 | | You may find lenses in Lending ltems ‘ x
Facility Config
[ Image ProcessingPC_ | [ Room 102 | [1m222333 | | | x

After adding new Service, you need to define a set of Service Items and the default charge
rates. Service Iltems may or may not be associated with an instrument.

Eaciity Online Marager

Time on server
Sunday Apr. 4

21:37:52
#A Admin Home

User Home

Billing

Reports

Facility Config
Safety Certificates
Holidays

R *BE | B2

# User Survey

i Departments
O Supervisors
#2 Resources Admin

& Maintenanca Rernrds

Resource Configuration
Electron Microscopy Lab v

Resource Type: Collaboration and service with an electronic service request form

General Information

Resource Name: | Service |

Revenue Account Number: ‘ 0000

Add New Service

Service Name: ‘ TEM Service

Template File Name: | TEM_Service_template.htm| |

Project Name prefix: | TEM_

Default Service Contacts: Admin, Facility (facadmin@acme.edu)

[This is the financial account number to receive usage fees.

Save

Save
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=) Add New Service
T TEM Service

$ Biling

|l Reports

Facility Config

# Safety Certificates
4 Holidays Default Service Contacts: Admin, Facility (facadmin@acme.edu)

Service Name: | TEM Service |

Template File Name: ‘ TEM_Service_template_html |

Project Name prefix: | TEM_

& Users
= BersIvE Is Active:
Save
& Departments
Service Items
B Supervisors

Name of Default

£ RGeS S Item Name Related Resource Int. Rate  Ext. Rate
& WMaintenance Records Unit Qty
2 Users Admin ‘ | | service Ml | [ | ‘ [;]
B Email List ‘ Image Processing and Analysis ‘ | Service Vl ‘ Hrs | ‘ 120 | ‘ 240 ‘ ‘ 4 ‘ v x
I3 Collaborate & SeIvICe| | (TN Beam Time | [TemJzi00F ~] [Hrs | o0 | [20 ] [2 \ v x
@ Usage Records

‘ Sample Preparation ‘ | Service vl ‘ Hrs | ‘ 120 | ‘ 240 ‘ ‘ 8 ‘ v x

LA Purchase Supplies

7.9 Add new resource and assign resource managers
Login as Facility Admin, go to Resources Admi. Click on “Add New Resource” drop-down.

Resource Configuration

Electron Microscopy Lab - - -

Eagilify Omiine Menager

7
E=N

Lab Space or Cleanroom

Time on server
Sunday Apr. 4

21:45:35

Safety Training or Seminar

Admin Home

User Home

Billing

Reports

Facility Config
Safety Certificates
Holidays

RSB E>| E> »

User Survey

Departments
Supervisors

Resources Admin

o |2 D e

Maintenance Records

There are three types of resources supported in FOM. Equipment is usually time-exclusive
resource that a user may book time using a calendar. Lab Space or Cleanroom is a resource that
may be booked and used by multiple users simultaneously. Safety Training or Seminar is a type of
resource that users need to access only once. Safety Training may be associated with a Safety
Certificate defined in Section 6.1.
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Resource Configuration
Electron Microscopy Lab A v

General Information

Eacilify Online Mansqer

Time on server

Sunday Apr. 4 Resource Type: General instrument with an online calendar
22:01:30
Resource Name: |
# Admin Home In Facility: | Electron Microscopy Lab -
# User Home Revenue Account Number: ‘ 00000 [This is the financial account number to receive usage fees
iz -
Resource Managers: | Select one or more managers
s Billing B B
Primary Contact Email: | [This email is used to send automatic emails
Ll Reports
D iption:
Facility Config escription
# Safety Cerificates A
T Holidays Color Code: | #e2b9ak Random  This color code set the background color of the instrument in Calendar page. G

& User Survey

& Departments
B Supervisors
@ Resources Admin

& Maintenance Records

a) Resource Type. In FOM, there are many different types of resources, such as Services that
lab staff provides to users, consumables that users may check out when logging off instrument
(or buy separately), accessories (or operation modes) that may be attached to an instrument,
general instrument with scheduler, cleanroom or facility that is shared by multiple users, door
lock controls, etc. Some special type of resources may not be available with your FOM
installation. Please contact FOM Networks if you need FOM to host special type of resources.

b) Resource Name. This is easy to understand- the name of the resource. FOM accepts Letter
and Numbers only in the name and be brief. FOM supports up to 100 characters in this field.

¢) Financial Account Number. This is the revenue account of the resource. In FOM, each user
may have multiple account numbers, from which the user can choose to pay for the usage fee.
This Financial Account Number is where the money will go to.

d) Resource Managers. Select one or more users as the managers of this resource. All the
managers must have usernames and emails registered as normal users before they can be
assigned as resource managers.

e) Description. Users will see what you type here. Please explain what the resource can do in
plain language so new users can easily understand. Up to 255 characters.

f) Color Code. This field defines a HEX code for the background color in the page header area of
this instrument calendar. You may define your own color-coding for your users to easily
recognize which instrument calendar they are looking at.

7.10 Instrument parameters configuration

There are many parameters that an instrument manager can set for each individual resource. If
you require any feature but cannot find it in FOM, please contact FOM Networks, Inc. and we will
be able to add the feature for you.
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7.10.1 Calendar Settings

Calendar Settings

Schedule Increment:
Day Time Start: | 03:00
Day Time End: | 17.00 +

Consider Weekends as Nights:

Default Available Days: Monday moming | @ |E & | | @@ @| | Sunday afternoon =2

a) Schedule Increment. This field defines the minimum time slot in the resource calendar.
Depends on the nature of the instrument, some you may define 2-hour increment, some you
may define 15-minute increment. Please note that many other settings in this page are set with
this increment as the counting unit. This number must be integer divisor of 24x60 minutes.

b) Day Time Start and Day Time End. These two fields define the start and the end of the official
working hours. In FOM, a user, especially newly trained users, may be granted Daytime access
only to the resource. Then this user can only book time between Day Time Start and Day time
End, Monday to Friday. If you uncheck the box “Consider weekends as nights”, Saturday and
Sunday is considered as normal weekdays.

c) Default Available Days. This line defines when the resource is available for users to book
time. For example, if you have regular maintenance every Friday afternoon, you uncheck the
corresponding checkbox.

7.10.2 Access Control

Access Control

EasylLogon Reader ID: \:ILeave blank if no EasylLogon ussed

Relay Communication Methed: | No Access Control v =
No Access Control
FLOB-01
New User Rules NP Series

FOMLock software client

— T — - - - e e o - e~

a) Easy Logon Reader ID. The EasyLogon reader is a hardware device providing the capability
for users to swipe their institutional ID card to logon/logoff FOM resources, so that users need
not use a computer or mobile device to logon/logoff. EasyLogon can also be used with Door
Locks to control the entry/exit of a lab space, and it supports all kinds of institutional ID card
system, including cards with magnetic stripes, barcodes, RFID chips, and QR codes.

b) Relay Communication Methods. FOM supports many different types of access control relays,
either hardware-based or software-based. If you have a hardware box but do not see the
corresponding method listed, please contact FOM Networks and we will be able to add it to
your FOM system. Once you selected a proper method, more options will show up
corresponding to that type of access control modules.
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7.10.3 New User Rules

New User Rules

User agreement file URL: \ [Th\s one is equipment specific. For facility-wide agreement, set in Facility Config page.

MNumber of trainings needed: \nput 0if no training is needed, and users will be granted any time access as soon as they apply to use.

Require Access To: | Select equipment Before applying this equipment, the user must already has access to these resources

Suspend user access: if continuously no use for Edays.lnpul 0 for no limit.

Message to new users: Please tell the equipment manager your preferred time(s) for training:

Save

a) User Agreement URL. This field allows you have a user agreement document to be displayed
to every new user as soon as the user applies to get training. User must then click “I agree” to
continue the application process.

b) Number of Trainings Needed. For some complicated instrument, you may want to set multiple
trainings before a user can be granted access. When lab staff send out email notice in the
Email List page, the staff can select a specific group of users to send email to. The number of
trainings that a user has attended is shown at the top of the Admin Home page, following the
name of the trainee.

¢) Require Access To. An advanced and complicated instrument may require that the user must
have access to another basic or easier instrument before this user can be trained on this
instrument. The Require Access To can be chained up if there is a set of requirements needed
for a user to apply access to this instrument.

d) Suspend user access. This setting allow FOM to automatically suspend a user’s access to
this resource if the user does not use the resource for the set days.

e) Message to new users. The message you enter here will be presented to every user who
applies to get training on this instrument. For example, you may want to tell the new users if
you have regular training sessions at the beginning of each month.

7.10.4 Reservation Limits

Reservation Limits

No Sooner Than: Elrmnutes in advance that a user may book time.This is for the equipment that requires preparation and cannot be used immediately with Express Logon
No Later Than: Eldays in advance that a user may book time. This is for the busy resources that you don't want users to book many days in advance. Input 0 for no limit

Maximum Time per Session: Elm unit of increment.Input 0 or large number for no limit. Also apply to  [) Express Logon, [ Nights and weekends

Maximum Time per Day: Ein unit of increment.Input 0 or large number for no limit. S

a) No Sooner Than. This field defines the earliest time a user may reserve. For example, if you
have an instrument that users cannot reserve and use it right away (Express Logon) but
requires some time to prepare. If you define no sooner than 1440 minutes, users will not be
able to reserve any time within 24 hours.

b) No Later Than. For busy instruments you may not want your users to reserve time 6 months
later and forget about the reservation. If you define no later than 21 days, the user will not be
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d)

e)

f)

able to reserve any time after 3 weeks. If you set this to non-zero, more settings will show up
such as the maximum time within the set days and options when you want to open new
reservation time to users.

Max Reservation Time within days set above. This field defines how many increments a
user may reserve within the no-later-than days. For example, you may define a user can
reserve up to 48 increments within 21 days.

Open New Reservation Options. This setting is related to the “No Later Than” setting. For
example, if you define no later than 7 days and choose to open hour by hour, a user may
reserve until the current hour of the 7" day. If you choose open day by day, a user may only
reserve until midnight of the 7" day.

Maximum Time Per Session. This field defines how many increments a user may reserve in a
single session. For busy instrument you may not want your user to block several hours in a
single session.

Maximum Time Per Day. This is similar to the previous setting. This setting limits how many
increments a user may reserve within one day, which may be multiple sessions.

7.10.5 Time-outs

Time-outs

Early Cancellation: | 1440 |minutes before reserved start time. Any cancellation after this time is subject to late cancellation fee. [ Email all users when late cancellation

happens

No Cancellation Within: Elminules before reserved start time.

Auto Logon: [ When turned on, reserved sessions will be automatically logged on at reserved start time.

Auto Logoff: | 9999 |minutes after reserved end time.Input large number for no auto-logoff.

MNe-Show Timeout: Elmlnutes after reserved start time.Input 0 or large number for no detection of no-show.

Forgot Logoff Timeout: mmutes after reserved end time.Input large number for no detection of forgot-logoff. Email user when forgot-logoff happens

a)

b)

d)

Save

Early Cancellation. This field set the number of minutes so that a user can cancel their
reservations without late cancellation fee.

No Cancellation Within. This field defines a time of mintues so that a user cannot cancel or
modify a reservation before the reserved start time.

Auto Logon. This is for the convenience of users. If you set to 1, FOM will automatically logon
the instrument at the reserve start time, so the user who reserved the time does not need to
logon before using the instrument. However, for some instrument you may not want to turn this
on to avoid instrument being logged on even the user doesn’t show up.

Auto Logoff. If this is set to a non-zero minutes, FOM will logoff for the user after the set
minutes of the served end time. Please be cautious when turning this feature on. It might be
dangerous to the instrument if the access control relay box is turned off automatically and the
user is using the instrument.
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e)

f)

No-Show Timeout. This field defines a timeout minutes so that a user’s reservation is
automatically removed from the instrument calendar if the user does not show up within the set
minutes from the reserved start time. This setting enables other users to Express Logon in
case a user does not show up at the reserved session.

Forget Logoff Timeout. This field is usually set with a fairly large number, for example 480 (8
hours). The main difference between Forget Logoff and Auto Logoff is the calculation of usage
fee. Auto Logoff is treated the same as user manually logoff. Forget logoff may have different
fee calculation, based on the Forget logoff charge rate listed at the Fee Structure section.
Forget logoff fee calculation is the same as auto logoff when the option of “charge full elapsed
time” is selected in forget logoff charge. There are minor differences such as email and
comments in Usage Records. Forget logoff usually triggers an email to the corresponding user,
but auto logoff does not.

7.10.6 Miscellaneous

Miscellaneous

Safety Requirements: Click here to edit safety requirements

Keep Maintenance Records: [ When turned on, managers can view and edit maintenance records of this tool

Email before session starts: Elminutes before reserved start time. This email conatins a meeting invitation for users fo add to their personal calendar.

Email after session ends: Emmuteg after reserved end time. This is fo remind user to logoff in case the user forgot to. No email is sent if user already logged off.

Charge Policy: | Earlier of reserved or actual start - later of reserved or actual end V‘

Print QR Code: Click here to print QR Use QR code for users to scan and logon instrument or enter room using a smart phone

Export User Permissions: click here to download

Save

Import User Permissions: To avoid messing up user permissions, it is recommended to download first, then modify and upload

a)

b)

Safety Requirements. This link allows managers to define a set of Safety Certificates that
users are required to fulfill before using this resource. The available Safety Certificates are
defined by either System Admin or Facility Admin in Section 6.1.

Keep Maintenance Records. If you set this on, all the maintenance activities such as
instrument under repair, maintenance, down time, etc are tracked and be visible to the
managers in the left-side navigation menu - Maintenance Records page.

Email before session starts. This field sets X minutes before the reserved time to send
reminder email to the user.

Email after session ends. This fields sets X minutes to send email reminder to the user if the
user still has not logoff the instrument after X minutes of the reserved end time.

Charge Policy. By default, FOM supports three charge policies, charge per use, per actual
time, or a combination of reserved or actual used time. The third policy is most widely used,
which defines the usage fee being calculated by (the later of reserved or actual end time) — (the
earlier of the reserved/actual start time). If you need more charge policies, please contact FOM
Networks for a customization.
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f) Print QR Code. This link allows managers to print a QR code that is specific to this resource,
so that any authorized user may use their smart phone to scan the QR code and quickly
access the resource calendar, check the current users in a lab space, and logon/logoff.

g) Export User Permissions. This link allows manager to export all the users of this resource
and their permissions, such as not-enrolled, view-only, to-be-trained, daytime, anytime, and
resource manager.

h) Import User Permissions. This setting allows manager to upload and import user permissions
following the same format of Excel downloaded with item (g) above.

7.10.7 Fee Structures

Fee Structures

Screen Name Min Charge  Day Rate

L g SEEE Cancellation Charge Forgot Logoff Charge

Rate Rate Rate
® Fixed O % Reserved ® Fixed O % Elapsed
| [ i s [ — o :
‘ Admin_Use | | 0 | | 50 | | 20 ‘ | 0 ‘ ‘ 0 ‘ @ Fixed (U % Reserved @ Fixed () % Elapsed - -
‘ Internal | | 0 | | 50 | | 20 ‘ | 0 ‘ ‘ 0 ‘ @ Fixed (U % Reserved ® Fixed () % Elapsed = =
‘ Extemnal For-profi | | 0 | | ] | | 0 ‘ | 0 ‘ ‘ 0 ‘ ® Fixed (U % Reserved ® Fixed () % Elapsed - -
‘ External Non-profit | | 0 | | 0 | | 0 ‘ | 0 ‘ ‘ 0 ‘ '® Fixed ') % Reserved @ Fixed ' % Elapsed > o

FOM supports unlimited number of fee structures. Internal, External For-Profit, External Non-
Profit, and Admin_Use are four default fee structures. You may add more discount structures for
each individual resource as needed.

Fee Structure settings may also be updated by Instrument Manager of the resource.

a)

b)

c)
d)

f)

9)

h)

Screen Name. This field defines the name of the fee structure so that later you will choose
the applicable fee structure by the name.

Minimum Charge. This field defines the minimum charge for a session. If the calculated
usage fee of a session is less than this amount, the user will be charged with this minimum
charge value.

Day Rate. The daytime is defined in upper part of the page, Calendar Settings section.
Night Rate. In many facilities nighttime usage is encouraged with discounted rate.
Nighttime is defined in the Calendar Settings section above.

Training Rate. This training rate is used for the calculation of training fees when a manager
logs off “For training” session, select trainees, and provide the service time.

Service Rate. Similar to training rate, this service rate is used for the calculation of service
fees when a manager logs off “For paid service research” session and select user for whom
the service is done for, then provide the service time.

Cancelation Charge. Cancellation charge may be applied if a session is cancelled within
the Early Cancellation timeout defined in the Time-outs section above.

Forgot Logoff Charge. Forgot logoff charge may be applied as a penalty in addition to the
reserved time charge, if the charge policy is defined as the combined reserved time and the
actual usage time, as defined in Time-outs section above.
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7.10.8 Link accessories and consumables to an instrument

Accessories and consumables may be linked to an instrument, so that users will see these
options when they reserve time or logoff a session on the instrument. The prices of the accessories
and consumables are defined in Special Resources drop down in the same page.

Accessories, Operation Modes, or Instrument Setup
Cryo stage attachment

To add more accessories to this equipment, select Accessories in the Special Resources dropdown list above and add accessories there first.

Consumables, Charge Per Sample, or Coating Thickness

Consumable Name Default Amount

N | | &

LN2 - [2 | v x

Au Deposition Thickness v | 0 | v x

7.10.9 Logoff reminder items

This part defines one or more reminder items to remind the user when they are logging off the
instrument, such as to close gas valves, lock the doors, etc.

Logoff Reminder ltems

| | + ]
| If you are the last user of the day, please remember to lock the door. | v x
| Reset to normal TEM MAG mode after use | v ®

7.10.10 Documents and operation manuals of an instrument

This part allows a manager to upload or link related documents such as operation manuals for
users to download in the Documents (left navigation menu) page.

Documents, Operation Manuals, or References

Document Name Document URL
[ ] | | -

| Operation Manual | | http://localhost:8080/fomv2/downloadFile?fn=FOM_User_Manual pﬁ‘ ‘ v x
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7.11 Add new Safety Training/Seminar

Addition of safety training or seminar is very similar to the addition of new equipment. Login as
Facility Admin, go to Resources Admin page, click Add New Resource drop-down, and select
“Safety Training or Seminar”.

Resource Configuration
Electron Microscopy Lab - - ~ | safety Training or Seminar  ~

General Information

Facility Oaline Manager.

Time on server

Monday Apr. 5 Resource Type: Resource that requires only one time attendence, such as safety training, seminar, or general orientation and permission
02:03:11

Resource Name: | |

#& Admin Home Resource Managers: | Select one or more managers
# User Home

=] . Primary Contact Email: | | This email is used to send automatic emails.

Save

$ Biling

[#l Reports

Facility Config

# Safety Certificates
% Holidays

£ User Survey

& Departments
Q Supervisors

£ Resources Admin

For this type of resource, users may only apply to take once. After granted access, the user will
not be able to see calendar, book time or “use” this resource.

For this type of resources, New User Rules and Documents are the only two sections available
besides the General Information section.

General Information

Resource Type: Resource that requires only one time attendence, such as safety training, seminar, or general orientation and permission

Resource Name: | Cryogenic Hazardous Training |

Resource Managers: Admin, Facility (facadmin@acme.edu)

Primary Contact Email: | \ This email is used fo send automatic emails. Save

Resource Status: Active

New User Rules

User agreement file URL: |:| This one is equipment specific. For facility-wide agreement, set in Facility Config page
Number of trainings needed: Input @ if no training is needed, and users will be granted any time access as soon as they apply to use.

Require Access To: | Select equipment Before applying this equipment, the user must already has access fo these resources.

Quiz after triining: @@ Numper of Pass/Total quesstions. Input 0/0 if no quiz is required Edit after-training quiz question pool =

Documents, Operation Manuals, or References

Document Name Document URL

| | | \ &

Each safety training resource may be assigned with a post-training quiz, and you can define
how many correct answers are required to pass the exam. If the safety training has been linked to
a safety certificate, the certificate will be automatically granted once the exam is passed.
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7.12 Add new Lab Space or Cleanroom

Lab Space is a special feature of FOM to allow allocation of resources inside a lab space and the
limitation of maximum concurrent users working simultaneously in a room. This is especially useful
during the current pandemic of COVID-19.

Resource Configuration e e
Facilify Online Maaager
General Information
Time on server
Monday Apr. 5 Resource Type: Lab space, dedicated lab area, or cleanroom that has entry control and capacity limits
03:08:01
Resource Name: | |

# Admin Home Revenue Account Number: | 00000 | This is the financial account number fo receive usage fees.
# User Home Resource Managers: | Select one or more managers
] v
s Primary Contact Email: \ \ This email is used to send automatic emails.

Billing

Description:
|l Reports P
Facility Config 4
# Safety Certificates Color Code: [#s8d6ez Random This color code set the background color of the instrument in Calendar page P—
“# Holidays
[ User Survey
i Departments
) Supervisors
£ Resources Admin
B Maintenance Rerordsl
Calendar Settings

Schedule Increment:

Day Time Start: | 09:00 ~

Day Time End: | 17:00 +

Save

Consider Weekends as Nights:

Access Control

EasyLogon Reader ID: \:I Leave blank if no EasylLogon ussed
Relay Communication Method: L

New User Rules

User agreement file URL: | \ This one is equipment specific. For facility-wide agreement, set in Facility Config page.
Number of trainings needed: Input O if no fraining is needed, and users will be granted any time access as soon as they apply to use
Require Access To: | Select equipment Before applying this equipment, the user must already has access to these resources.

Suspend user access: if continuocusly no use for \Ildays. Input O for no limit

Message to new users:

Save

Reservation Limits

Maximum concurrent users:

Allow overbooking: \II Number giafSers allowed fo book but may not enter the room if maximum concurrent users is exceeded.

No Sooner minutes in advance that a user may book time. This is for the equipment that requires preparation and cannot be used immediately with Express Logon.

No Later Than: Days in advance that a user may book time. This is for the busy resources that you don't want users to book many days in advance. Input 0 for no limit.

Maximum Time per Session: Ein unit of increment. Input 0 or farge number for no limit. Also apply to ] Express Logon, [J Nights and weekends.

Maximum Time per Day: Elm unit of increment. Input O or large number for no limit =

The “Allow overbooking” setting allows a set number of users who can still book time beyond the
maximum concurrent users setting. When overbooking is allowed, some users may not be able to
logon when the maximum concurrent users is exceeded.
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A Lab Space allows selection of resources in the space. Reservations on any of these resources
are considered reservations of the lab space as well.

Resources in this reom

Select equipment Save

7.13 Billing and reporting

Login as Facility Admin, then click “Billing” link on the left side. Billing is separate for Internal
users and External users. Internal users’ billing report is usually an Excel spread sheet listing all
usage of the month, which may be customized to meet your institution requirement. External users’
billing is usually an invoice for each individual user of the period of service. External invoice usually
needs an invoice template customized by FOM Networks (see section 6.2 for Facility
Configurations).

Choose internal or external, set the start, end date, and click submit to get billing spreadsheet of this facility

Electron Microscopy Lab A
Eaeilify Orline Manager Note: The start date is included but the end date only includes the previous date of the requested date entered.
|| Download only unlocked records.
Time on server |_JLock usage records after download to avoid accidental modifications
Thursday Dec. 10
02-29 18 Start: | 01/11/2020 End: [ 01/12/2020 Submit

# Admin Home

# User Home

& v

7.14 Safety training and certificates tracking

Safety training and certificate tracking are critical and common to every laboratory, especially
the shared facilities with students coming from various departments and with different background.

Safety certificates may be maintained by System Admin or Facility Admin. See section 6.1.

List of Safety Certificates

_Facilify Online Manzger. #  Cert Code Description Certification URL Expiration Reminder
Days Days
Time on server
0
Monday Apr. 5 [ [ | | ‘ J \:I Add New
04-44- 11 1 [CHEMWAS | [ Chemical Waste Handling | [Javascript-applyEquip(3: | [385 | Update = Delete
2 | XRAY ‘ ‘ X-Ray Training | ‘ http-/isafety acme_edu | &£ ‘ 365 | Update Delete
# Admin Home
# User Home
= -
$ Billing
[l Reports

< # Safety Certificates )}
£ Ol
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a) Cert Code. Cert Code is a short identifier for the certificate. Limited to 50 characters.

b) Description. This field defines more detailed description of the certificate. The note will be
shown to users so that the users understands what the safety certificate covers. Limited to
255 characters.

c) Certificates URL. This field provides the URL where the users may follow the link to
acquire the certificates. You may click the link icon if you are to link the certificate with a
FOM-hosted safety training. See section 7.12 for details.

d) Expiration Days. The Expiration Days defines how many days a certificate holds valid
once it is granted to a user. After these days the certificate will automatically expire and the
user is required to re-take the safety training.

e) Reminder Days. The Reminder Days is the number of days that FOM will automatically
send out email reminders at the days before the certificate expires.

7.15 Safety requirements of an instrument

Once Certificate List is defined, Facility Admin and Instrument Managers may select all the
required safety certificates for each individual instrument. This can be done by clicking the link in
the Resources Admin, Miscellaneous section, “Click here to edit safety requirements”.

Once safety requirements are defined for an equipment, all the users on this equipment are
subjected to the safety training certificates. These certificates are automatically tracked by FOM
system. User cannot use related instrument if a safety certificate expires

Users’ certificate status is maintained in Users Admin page, see section 8.7 for details.

Miscellaneous

| —
w:;ﬂ:k here to edit safety requirements
K

eep Maintenance

Equipment Safety Requirements x t
Email before session n for users to add to their personal calendar.
Email after session er Equipment Safety Requirements ser forgot to. No email is sent if user already logged off.
Charge Poliey: [ Earii [ Not required ~| Chemical Waste Handling
Print QR Code: Click | Not required v‘ X-Ray Training a smart phone

Export User Permissii

Import User Permissit OK modify and upload <

7.16 Define holidays

Login as Facility Admin, then click “Holidays” link of the left side. Holiday settings affect users
with daytime only access. Any time users and managers are not limited by holidays. By default,
FOM does not recognize any holiday. Holidays may be set differently for each individual facility.
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Facility Holidays
Show past holidays

Upcoming holidays

B it Dlice enaeas By default FOM does not recognize any heliday. To input new holidays, please use mm/ddfyyyy format.

Line# Date Morning / Afternoon
Time on server
Thursday Dec. 10 0 2411212020
14:52:20
1 25/1212020
# Admin Home 5
. 311212020
# Supervisor Home
# User Home 3 01/01/2021
i v 4 121022021
$ Billing 5 02/0412021
Wil
Ll Reports 6 13/05/2021
Facility Config -
) 7 26/05/2021 4 L4
# Safety Certificates
B3 User Categories 8 20/07/2021
& Schools 9 09/08/2021
’W 10 04/11/2021
2= Email Templates

/.17 Set up user survey

Login as Facility Admin, then click “User Survey” link on the left side. The survey form is
created elsewhere. User survey can be set in FOM to target at specific user groups on selected
instruments, or at facility level. With FOM user survey, only the selected users are offered with the
survey link. Other users will not be bothered.

User Survey
Survey title: | Be attractivel e.g. only 3 questions, takes 1 minute etc

Survey URL:| | 1 recommend you use Google Forms to create the survey. The survey should
take less than 2 minutes to finish

Ezcility Oniine Manzger
Target User Group: . .
Time on server () System Level (all users) ) Facility Level {users in one or more facilities) ) Equipment Level (users on ene or more equipments)
Thursday Dec. 10 Submit

023626
# Admin Home
# User Home

s}

£ Biling
Ll Reports
Facility Config

*
< [ User Survey

7.18 Maintain departments

Login as Facility Admin, then click “Departments” link on the left side. The department list may
be maintained by either Facility Administrators or Instrument Managers. Normal users cannot
modify this information. Each user needs to select from the pre-defined list of departments when
the registration form is filled. If a department is not listed at registration, the user can email one of
the managers to add the department.
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e
Sy

A

Egeilify Online Mansger

Time on server
Thursday Dec. 10

17:57:23

# Admin Home
# User Home

B3 | Equipment sc...

$ Billing
[l Reports
Facility Config

# Safety Certificates

™ Holidays
& User Survey

5

Department Information

o | Add New
1.[ Anthropology | Update Delete
2.| Biological Engineering | Update Delete
3.| Biology | Update Delete
. 4.| Chemistry | Update Delete
5. | Earth Sciences | Update Delete
6. | Electrical Engineering | Update Delete
7. IT Services | Update Delete
8.| Materials Science and Engineering | Update Delete
o.[ Physics | Update Delete
10.[ Psychology | Update Delete

< Hg; Depariments >

7.19 Maintain supervisors

Login as Facility Admin, then click “Supervisor” link on the left side. The supervisor list may be
maintained by either Facility Administrators or Instrument Managers. Normal users cannot modify
this information. Each user needs to select from the pre-defined list of supervisors when the
registration form is filled. If a supervisor is not listed at registration, the user can email one of the
managers to add the supervisor.

One or more Supervisor Assistants may be added to a supervisor. For more information about
the Supervisor Assistant features see section 10.

Egeility Orline Manager

Time on server
Thursday Dec. 10
02:40:19
# Admin Home
# User Home
B couin

entsc.. v

$ Billing

Ll Reports

Facility Config

# Safety Certificates
[ User Survey

< © Supervisors

& Maintenance Records

Supervisor Information

Butler, Adam v

Search supervisor: ‘ Type to search

| Add new supervisor

Title

Download this supervisar's usage report. | Select facility ~| 011172020 |-| 0111212020 Submit

First Name

| Adam

Last Name

| Butler

Phone

224225 9168

Email

| adam

edu

Office Room Number
Office Building

Supenvisor Report

[T

@ Yes Link

ONo

Assistants

Leave blank if not needed. Multiple emails allowed with commas, must be valid user emails in the system,

>

7.20 Email List

Facility Admin or Instrument Manager may use FOM to send mass emails to difference group

of users.

Update
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Select an option ... 4
Select an option ...
Email to new users of equipment

Email to all users of equipment
Email all my users

Email to internal users of the facility
Email to external users of the facility

Facilify Oiline Manager

Time on server
Thursday Dec. 10

024251

# Admin Home
# User Home

a8 -

$ Biling

[l Reports

Facility Config

# Safety Certificates
# User Survey

O Supervisars
£ Resources Admin

& Maintenance Records|

2 Users Admin
B Email List

8 Instrument Manager Tasks

8.1 Configure instrument rules

Login as Instrument Manager and click on “Resources Admin” link on the left side, then select
the instrument to be configured.

Note 1: Instrument Manager cannot add new instrument. If a new instrument needs to be
added, the Facility Administrator login is required.

Note 2: Most of the parameters may be left as default unless you need that feature.

Note 3: Difference between Auto Logoff and Forget Logoff: The main difference is the
calculation of usage fee. Auto Logoff is treated the same as user manually logoff. Forget logoff
may have different fee calculation, based on the Forget logoff charge rate listed at the Fee
Structure part of the Resources Admin page. Forget logoff fee calculation is the same as auto
logoff when the option of “charge full elapsed time” is selected in forget logoff charge. There are
minor differences such as email and comments in Usage Records. Forget logoff usually triggers an
email to the corresponding user, but auto logoff does not.

Note 4: If a rule is required but not seen in this page, you may contact FOM Networks, Inc. for
a customization to add the feature.

See section 7.10 for details.

8.2 Modify fee structure

In the same page of Resources Admin, scroll down to find the “Default Fee Structure” part.
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Note 1: Internal, External, and Admin_Use are three default fee structures. You may add more
discount structures for each individual resource as needed.

Note 2: Fee Structure settings may also be updated by Facility Administrator of the facility.

Note 3: In addition to the daytime and nighttime rates, manager should also define the Training
Rates and the Service Rates, which will be used for the calculation of training and service fees.

See section 7.10.7 for detalils.

8.3 Other resource configuration items

At the lower part of the Resources Admin page after selecting a resource, manager may
configure more items related to the resource.

See Section 7.10 for more information.

8.4 Change instrument status

Instrument Manager may change the instrument status at any time. In the Admin Home page,
click the Equip Status to change. See section 7.1 for details.

"= Trial University - FOM - Admin Home T Facilty Admin |

Rl o W Eaquip sttus: IASHIHEN
- Note 10 T ereeelickiouss

Note to users: Formatted t.*t
Time on server

Sunday Oct. 24
06 -29 - 40 " I Equip Usage Hours 1 I Equip Usage Hours
# AdminHome  Mark Equipment Down x

# User Home

B | Equipmentsc 3D Printer MJM - Mark equipment down
$ Biling Input tech notes (optional):

Ll Reports

Facility Config

# Safety Certifica . |
% Holidays 21 1022 10123

Tme ]
[# User Survey y Tme |

& Depariments Estimated end time: | 10/24 07:00 ~ _

@ No email to users

Supervi - !
O Supenisos | - ) users today

% ResourcesAdn ) Emygil users today and tomorrow
& Maintenance R O Email all users of the equipment
Email subject: | 3D Printer MJM is down

[ Users Admin
B Email List

T2 Collaborate & £
@ Usage Records

L Purchase Supp
A GChemicals
& Lending ltems Mark Down

% Documents .

u ru —

Or by clicking the current time slot in the instrument calendar page.
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Resource: qPCR

Reservation purpose: | select purpose
User: | carol Campbell(cz
Financial account;,”™

Mark resource down
Reservation: Now - e

Estimated cost: -

For paid service research
Comment:

For repair

My own research

Reserve for a user

8.5 Note to users

A manager may add a quick note to the instrument users either in the Admin Home

Formatted t*t

or by clicking the Pencil Icon at the top of the Calendar page.

—
' ‘ Note from resource mafager & ﬂ ‘
Formatted to*t
kmwnm ,wng Focus lon Beam
Time on server Dec 2020 <Prev  Today —Nexts
T e weaw e e mwn sen sews
02:53:28 "
6:00 6:.00 6:00 6:00 6.00 6.00 6.00
A Admin Home
6:30 6:30 6:30 6:30 6:30 6:30 6:30
# User Home
=) Equipment .. ~ 7:00 7:00 7:00 7:00 7:00 7:00 7:00
$ Biling 7:30 7:30 7:30 7:30 7:30 7:30 7:30
Ll Reports 800 8:00 8:00 8:00 800 800 8:00
Facility Config
» » £:30 8:30 830 8:30 830 830 8:30
[# User survey 00 a0 00 00 00 00 00 ]
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8.6 Book instrument for different purposes

In Admin Home, User Home, or the drop-down menu on left side. Click on the instrument name
to see the calendar of this instrument. Click on an available time slot to reserve the time.

As an Instrument Manager, you may reserve the instrument for different purposes, including for

repair, for maintenance, for training, for paid service research, for your own research, or reserve for
another user.

Note 1: If you reserve for another user, that user must have already granted access to the
instrument.

Note 2: Some purpose selections will trigger automatic comment text, so that every user can
see the purpose on the calendar.

Note 3: Reservations may be synchronized with personal calendar (such as google calendar or
outlook calendar). Such preferences are set in “My Profile” page.

New reservation

Resource: Helios Dual

Reservation purppse:

User: [ Facility péminfac| |
AR el oo anng ]
Reservatiofi: | 12/10 10:

For paid service research

Estimated [cost: -

For repair
Comment:

My own research
Reserve for a user

For maintenance

Close

8.6.1 User training

When booking an instrument and selected “For training” purpose, then a pop-up window shows

the attendee list. Manager may set the maximum number of attendees for the training session and
select one or more attendees.

New reservation

Resource: Helios DualBeam

Y

Maximum number of attendees:

Reservation purpo

Reservation: | 12/11 10:30 ~ |- 12/11 11:00 ~
Attendees:
User Account Fee structure Access level

Repeat: [None ~| until[12/11/2020
Comment:

‘//For training. Allow up to 3 attendees.

Reserve Close
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After a training session is booked by the manager, any user may sign up to attend the training
if the maximum number of attendees allows.

Future reservation

Resource: Helios DualBeam FIB
User: Facility Admin(facadmin)
User email: facadmin@acme.edu
Department/Company: IT Services
Reservation: 12/10 10:00 - 12/10 10:30
Comment:

ng. Allow up to 3 atten ~Bella Baker
gn up to attend this training_session

/
Si

With one or more users signed up the training, the manager can click on the booked time and
click to send email to all attendees.

Future reservation x

Resource: Helios DualBeam FIB
Reservation purpose: | For training -

Maximum number of attendees:

Reservation: | 12/10 9:00 |- | 12/10 10:30 ~

Attendees: Email all attendees
User Account Fee structure Access leve

Bella Baker - |6-218-5246-Bees-Ants - v|Internal ~|Not enrolled vl
Carol Campbell - |650-4735000-60012001 +|Internal v|Day time user v|
l- Select user - ']
Comment:

//For training. Allow up to 3 attendees.

Cancel without charge Cancel with charge Close

Record ID 43 at 2020-12-10 08:51:50

When logging off a training session, the manager may enter the Service Time and the training
fee will be calculated based on the training rates defined in the Resources Admin page.
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Resource is being used X

Resource: Helios DualBeam FIB

Reservation purpose: | For training -
Reservation: 2020-12-10 08:30:00 - 2020-12-10 10:30:00
Actual usage: 12/10 8:59 - 12/10 10:00

Attendees: Email all attendees
User Account Fee structure Access level
Bella Baker +|6-218-5246-Bees-Ants - v|Internal ~|Not enrolled vl
Carol Campbell - |650-4735000-60012001 v|Internal ~|Day time user vl
- Select user 4
CService time: 2 {35 >
Comment:

//For training. Allow up to 3 attendees. //Bella Baker

Record ID ﬁ at 2020-12-10 08:59:07 Logoff Logoff Anyway Close

8.6.2 Book time for paid service research

When reserving a time on instrument, select “For paid service research” as the purpose.
Similar to the “For training” sessions, the manager may select one or more users for whom the
service is done for, and FOM will automatically charge the user for a service fee.

Note: Service fee may also be tracked in the Collaborate & Service module of FOM. The
Collaborate & Service module provides more flexible tracking of all collaboration activities including
customization of Service Request Form, document sharing, progress reports, and service charges.

New reservation X

Resource: Helios DualBeam FIB

Reservation purpos@d service research >

Reservation: | 12/11 9:00 - - 12T 930~
Attendees: Email all attendees
User Account Fee structure Access level
Carol Campbell - 650-4735000-60012001 v|Internal ~|Day time user v|
- Select user - M
Repeat: None ~| until {12/11/2020
Comment:

//For paid service research

Reserve Close
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8.6.3 Book time for manager’s own research

When the manager books time and select purpose “For my own research”, the reservation is
the same as a regular user booking. When booking time for administrative purposes, the manager
is not required to select a financial account number and the default Admin_Use account is
automatically assigned. However, when booking time For my own research, a valid financial
account number is required.

New reservation X
Resource: gPCR
Reservation purpose: seiect purpose .
| User: | carol Campbell(cal
Financial account:

For training

Reservation: | 12/11 13: ‘ ‘
For paid service research

Estimated cost: - )
For repair

Comment:
|

Reserve for a user

For maintenance P

Close

8.6.4 Reserve for a user

A manager may also book time on behalf of a user. The result is the same as the user making
reservation by themselves.

New reservation x

Resource: Helios DualBeam FIB

Reservation purpose” | Reserve for a user D
User: | Carol Campbell - (Day time user)

Financial account: | Graphene -

Reservation: | 12/11 9:00 ~|-| 12/11 9:30 ~

Estimated cost: 0.00

Repeat: |[None ~| until [12/11/2020

Comment:

//Reserve for a user

Reserve Close
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8.7 User Safety Certificate Status

Below the user’s profile, Instrument Managers may update the Safety Certificate Status for this
user. Managers may manually update the Date Certified and Expiration date if needed.

" | User Safety Certs

Cert Code Description Motes Date Certified Expiration Date 15 Active

BEP Bloodborne Pathogens for Clinical or |
Research Lab Workers Certification

BIOSAFE Biological Safety Certification ]
Hazardous Chemical Waste Management

CHEMWAST Cerfification 0

COMPGAS Compressed Gas Cylinders Certification 04/24/2016 03/28/2013
Filling and Maintenance of Liquid Nitrogen

CRYOCYL Tanks Certification O

HFLUOR Eydlr_gﬂulqucAmd and Fluoride lon Hazards ]

8.8 User’s Account Number

In this part, a manager may update user’s account number for the user. User may add account
number by themselves.

Chartstring
o Research description name Chartstring Account Status Expense limit Hour limit Expiration date
418 Electronics 650-4011400-60016371-01 Expired - 1876710 2360/0 Update
Add new Active - 1] 0 04/24/2116 Add New

8.9 Grant user access

New users who just applied to use an instrument are listed at the top of Admin Home page.
Click on the user’s name will lead to Users Admin page.

Equip status: [ATEIlEBIEN Equip status: |IEEISEIEN
MNote to users: click to edit... Note to users: Formatted t_*t
List of new users x

I Equip Usage Hours

New users on 3D Printer MUM
12 Karen Rothberg: Applied on 01/31/2015

OK

4 I |
. e I — Bl e =

10/16 1017 1018 10119 10/20 1021 1022 10/23 10/16 1017 1018 1019 1020 10121 1022 10/23
Last 8 days v | Time v Last 8 days ~| [ Time v

In Users Admin page, scroll down to see the list of all the instrument that you manage. You
may grant multiple instruments with the same fee structure and access level by checking the check
boxes on the left side.

Note: Fee structures are defined in Resources Admin page.
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8.10 Collaboration and service tracking

In order to use this feature, the system must be customized to present pre-defined Service

Daytime Rate Mighttime Rate Remaining #0of
Instrument Fee Structure (Perhour or per  (Per hour or per  User Level and total trainings
use) use) hours g
[ ooor 1114 Select One ] 0 Mot enrolled ~ 1] o
[ poer 1149 Internal w (0.00 0.00 Any Time Access w| (0 0
[Jooor 1154 Select One ] 0 Mot enrolled ~ 1] o
[J Poster Printer Select One w0 0 Not enrolled w| [0 1]
OspeFiB Internal (5450 3450 it enroll o 0
[] sPF I1BT-right Select One v 0 View Only’ 5 5
0 ) Seleci O < 0 To Be Trained 5 3
SPF MultiPrep elect Cne Day Time Access
[]sPF NanoMil Select One w0 0 Any Time Access 1] 1]
[ sPF Nikon oM Select One w0 1] Instrument Manager 1] 1]
P Eopr——" Toa A [P —— B A

Request Form. One example of the Service Request Form is shown below. Please contact FOM
Networks if you plan to use this collaboration and service tracking feature of FOM.

In the Service Request form, there may be text fields, radio buttons, check boxes, etc to collect
all the necessary informatin about the user who initiated the collaboration and the specimens

submitted to the lab staff.

With a Service Request form, a lab staff may keep track of all the details of unlimited number of
ongoing collaborations and services.

THE OHIO STATE UNIVERSITY
MASS SPECTROMETRY & PROTEOMICS FACILITY

SERVICE REQUEST FORM

To submit samples to out Facility, please do the following in this order:

FILL OUT the online Service Request Form; click SUBMIT; click on Collaborate & Service;

OPEN Service Request Form just created; UPLOAD additional informaton (if necessary); PRINT the Form.
05U Faculty: Bring the sample(s) and a printed copy of the Service Request Form (enly) to our Facility between 8am-5pm,

WMonday-Friday. Bring your BUCK ID for access to our Facility.
Non-05U Faculty/Gov't Agency/industry: Mail or bring sample(s) and a printed copy of the Service Request Form {only)

to the address listed below between Bam-5pm, Monday-Friday.

Date Submitted: 05/22/2014

CONTACT INFORMATION

Student Name: Shuyou Li Email: sylif@northwestern.edu Phone: 1-6723
Advisor Mame: NUANCE Staff Email: nuance@northwestern.edu Phone: 7-2318
Pommd Fmcber BITARICE Univinmnnan:.
Small Molecule Sample Information (For small molecule service, upload a picture of your structure.)
Sample Name: Sample Quantity: mg Concentration:
Soluable In (Check One or more): [CIMethanot [ Acetontrile [ water []THF [ Chioroform
Anslysis (Check One)
Accurate Mass GC-MS Injection ' GC-MS Method Dev. /) Nominal Mass (»1000 amu) ) Nominal Mass(<1000 amu)
_JLC-MS Injection (1-15 Samples) '/ LC-MS Injection (Tray up to 40 Samples) '/ LC-MS Injection (Autosampler up to 120
Samples) 3 LC-MS Method Dev ) Self-Op Use (1/2 Hr Minimum) '/ Staff Time (Process Data, Training, Sample Prep)
Formula: MW

Additional Sample Comments

The Ohio State University, Mass Spectrometry & Proteomics Facility
460 W 12th Ave, 250 Biomedical Resarch Tower, Columbus, OH 43210 SAMPLE ID =
Phone: 614-292-4821 Fax: 614-292-5055 www.ccic.ohio-state.edu/MS (Office User Only)

Submit Request
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Once a customized Service Request Form is added into the FOM system, a user may initiate a
collaboration request by submitting this form by clicking the “Collaborate & Service” link on the left
side of FOM screen. All the ongoing collaboration projects are tracked in the same page.

-

Request New Service
To submit service on behalf of a user v |, then -

Eacilify Drrline Manager My Projects

Time on server Show projects requested last week, last manth, or between and and with status | Show All v Submit

Monday Apr. 5

0448 24 Category YT Assigned To T ProjectID ¥  Requested By T Request Date . Last Update Status ¥
# Admin Home | LC-MS vl | TBA vl MS_000001 Alan Anderson 05/14/2018 (05/14/2018 04:37) Initial request Approval Pending v
# User Home . o N
g [ MALDI w| [ FacityAdmin ~| ~MS 000004  AlanAnderson 05/14/2018 (07/11/2019 04:35) Wonderful experimental results verifying our hypothesis!
§ Billing | TBA vl | TBA vl MS_000005 Carol Campbell 12/10/2020 (12/10/2020 02:56) Initial request Initial Request v
Ll Reports

Facility Config
# Safety Certificates
2 Holidays

[ User Survey

& Departments
Q Supervisors
£ Resources Admin

& Maintenance Records

3 Users Admin
B Email List
21 Collaborate & Service!

For each collaboration, collaborators may share information and managers may apply service
charges to the service requester. Collaborators can be dynamically added or removed at any time.
Rather than charging a service fee on an instrument, staff time may also be included in the service
charge. Collaborators may share experimental results and literature papers within this page.

MS_000004 Project Details

Comment Document Comment By Comment Date Status

Initial request Initial Reguest HTML Alan Anderson 05/14/2018 05:43 Initial Request ®
Arecent paper published in Microscopy Today Uploaded File Alan Anderson 07/11/2019 04:33 Initial Request x
Wonderful experimental results verifying our hypothesis! Uploaded File Facility Admin 07/11/2019 04:35 Initial Request x

Current Collaborators: & Facility Admin @, & Alan Anderson@

Add new user:

Charge service fee: Select user| Alan Anderson v | Account Number| 610-4735000-60012002 Vl. Service‘ Select service item v

Add Comment:

Attachment:

Send Email to all collaborators: [

Update Project Status To: | Ongoing v

Submit
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8.11 Adjust usage records

Usage records may be adjusted in the “Usage Records” page after logging in as an Instrument

Manager. Usage records may also be imported from other systems in this page.

User Fees

Sevice| | Training[ |

Usage [ | Consumable:| |

v| Senice[0 | Training0 |

Usage @ JConslD |

v| Semice[0 | Training0 |

Usage @ Jconsl0 |

v‘ SeNiceD Training D

Usage @ JConslD |

~| SeNiceD Training D

Usage @ Jconsl0 |

~| SeNiceD Training D

Usage [250 | Cans.E

~| SeNiceD Training D

Usage [150 | Cans.E

v| Sewice[0 | Training[0 |

Usage [120 | Cans.E

v| Sewice[0 | Training[0 |

Usage . Cans.D

v| Sewice[0 | Training[0 |

’7 —
CLEectron Microscopy Lab) TEM J2100F D - Import usage records
Apply Filters: Supervisor v v
e cuoniin: Manoceg ‘U':FQE 1D# ‘ ‘La:k Date ‘
Time on server
Monday Apr. 5 User Logon - Logeff Account
04:51:26 Select .. 03/30/2021 09:00 [9-[03/3072021 17:00 [©
# Admin Home
Facllity Admi 5
8 usrons | FEAGE Rt PTG, 3 (oot 2 (o0
& | Usage ID#20 ctual: | - [eRy
%ﬁ% Reserved: [03/31/2021 00:00 D -[04/01/2021 00:00 [o000
S Biling Usags 1D# 21 Actual [03/31/2021 0000 [ -[04/01/202100:00 | 4
Ll Reports . ’
S %Mt% Reserved: [04/01/2021 00:00 |3 -[04/02/2021 00:00 [0000
] acilit onfi 2-
= v 9 Usage ID# 22 Actual:[04/01/2021 00:00 [ -[04/02/202100:00 [© 53
# Safety Certificates = :
- Eacliity Admin Reserved: [04/02/2021 09:00 |3 -[04/02/2021 11:00 [0000
2 Holidays TEM J2100F N
Usage ID# 23 Actual:[04/02/2021 09:00 [0 -[04/02/2021 11:00 (D53
ge
& User Survey
%F Reserved: [04/02/2021 11:00 D -[04/02/2021 16:00 [6-218-5246-Bees-Ants
s Departments Usage ID# 29 Actual:[04/02/2021 11:00 [D-[04/02/2021 16:00 O 53
s
O supervisors '?EHN? f;kﬂegF Reserved: [04/02/2021 11:00 D -[04/02/2021 14:00 [6-218-5246-Bees-Ants
% Resources Admin Usage ID# 52 Actual: 041022021 11:00  [9-[04/02/2021 14:00 O 53
& Maintenance Records
;Em i;:gw Reserved: [04/03/2021 09:00 D -[04/03/2021 12:00 [Po100529
5 Users Admin Usage ID# 13 Actual:[04/03/2021 09:00 [D-[04/03/2021 12:00 D52
8 Email List EEH ﬁ;:gw Reserved: [04/03/2021 09:00 D -[04/03/2021 11:00 [Po10052¢
sage ID# 40 Actual:[04/03/2021 09:00 [D-[04/03/2021 11:00 (D2
< @ Usage Records FacﬂimganFm Reserved: [04/03/202109:00 [© -[04/03/2021 11-00 [0000
- Actual: [04/03/202105:00 [9-[04/03/2021 11:00 O 53
A Purchase Supplies Usage ID# 30 = B E

Usage [ | Conslp ]

=< From|03/30/2021 |to|04/06/2021 22

Admin

Comment
- o
i

ICancelled by facadmin at Finished v

2020-01-27 10:41:40 =
without charge A Update

ICancelled by facadmin at Finished v

2020-01-27 10:41:40 >
without charge A Update

ICancelled by facadmin at Finished v

2020-01-27 10:41:40 s
without charge A Update

[For maintenance No-Show v
| Update

No-Show  ~
| & update

/Reserved by adminfor | [No-Show  ~
Baker Bella
= Update

A
No-Show  ~
| EF update
IReserve for a user No-Show v
| ' Update
[For training No-Show v
| & update

Select an instrument to see the past or future records of the instrument. Any field in the page

may be manually updated.

Tip: You may use the clock icon () to select time or use the copy icon (45*1) to copy the actual

start/end time to the record insertion line on top of the page.

Note 1: The lock icon in the right-most column can be used to prevent accidental change of a
usage record. This lock is only for warning purposes and any manager may unlock and then
change the usage record is they wish to do so.

Note 2: The “Usage” button is used to re-calculate the usage fee based on the revised
start/end time. You may also manually type in any charge amount. Once updated, the system
won’t retroact usage fees even when the fee structure is updated.

Note 3: If a resource has usage log on the instrument computers, for example NMR computers,
FOM Networks may help to create script to automatically import the usage records from these log

files.

Note 4: If a usage record is modified, it is highly recommended that the manager should enter
comment text to explain what has been changed and why, so that other managers and auditors
understand why the record has been changed.
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8.12 Emall list

Login as Instrument Manager or Facility Admin, then click on “Email List” on the left side, and

then select the group of users to send email message.

Facilify Oirlire Marager

Time on server
Thursday Dec. 10

02:42:51

# Admin Home

# User Home

$ Billing

Ll Repoarts

Facility Config

¥ Safety Certificates
[ User Survey

© Supervisors
& Resources Admin

& Maintenance Records

2 Users Admin

B Email List

| Select an option ... V|

Select an option ...

Email to new users of equipment
Email to all users of equipment
Email all my users

Email to internal users of the facility
Email to external users of the facility
Email to all supervisors

8.13 Instrument maintenance records

If an instrument maintenance tracking is turned on in the Resources Admin, you can see the
maintenance history of the instrument by clicking the Maintenance Records link on the left menu.

Resource Maintenance Records | start date |-| start date

| Download all records to Excel

Failify Online Mzaager

Time on server

SEM H4800 (Electron Microscopy Lab)

Equipment down: Something wrong with SE detector

Facility Admin  11/06/2019 & X

Insert new maintenance record  Show more records)

Thursday Dec. 10
15:04:-10

# Admin Home
# User Home
8 | cquipmentsc...

5 Biling

Ll Reports

Facility Config

# Safety Certificates
& User Survey

O Supervisors

&5 Resources Admin

< & Maintenance Records>

——
A |lzerz Admin
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8.14 Add another instrument manager

Instrument Managers may be added in either the “Resources Admin” page or the “Users
Admin” page. In Resources Admin page, select user in the “Instrument managers” field, or in the
Users Admin page, grant user access level with Instrument Manager level.

Resource Configuration
Electron Microscopy Lab ¥ | TEM J2100F v v v
Facility Online Manzger
General Information
Time on server

IMonday Apr. 5 Resource Type: General instrument with an online calendar
04:53:02
Resource Name: [ TEM J2100F
& Admin Home In Facility: | Electron Microscopy Lab -
ot UEzliEmE Revenue Account N . | This is the financial account number io receive usage fees.
s} .-
esource Managers: Admin, Facility (facadm\n@@
§ Billing
il Reports Primary Contact Email: ‘ | This email is used to send automatic emails.
Facility Config Description:
# Safety Certificates P
2 Holidays
Color Code: [#eddaaf| Random This color code set the background color of the instrument in Calendar page.
# User Survey - Save
Resource Status: Active Once deactivated, this resource will be moved to the inactive equipment list, which you may re-activate at any time later.
& Departments
[2 35 lendar Setti .
i In Resources Admin page
# Resources Admin
ula Inframant- U mintac
Poster Printer Select One ~0 0 Mot enrolled - ] o More...
SPF FIB Select One -0 0 Mot enrolled - ] 0 More...
SPF IBT-right Select One -0 0 Mot enrolled 0 0 WMore
SPF MultiPrep Select One ~0 0 View Only 0 0 More...
| 8PF NanoMill Select One v V] To Be_Tralneu 0 0 More._
SPF Nikon g Day Time Access 0 0 More
— . ny Time Access
SPF PIPS-Igf 0 0 More...
= puitiiig In Users Admin page P 5 ore

8.15 Modify user’s reservations

As a manager, you can override user’s reservations. Click on normal user’s reserved time slot,
you will see a pop-up window to modify or cancel user’s reservation.

Future reservation x

Resource: TEM J2100F

User: | Bella Baker ~| (Any time user)
User email: bella.baker@acme.edu
Department/Company: Biology

Financial account: | Bees and Ants ~
Reservation: | 12/11 14:00 - -| 12/11 16:00 ~
Comment:

Record ID 46 at 2020-12-10 09:41:01 Cancel reserved time MOdIfy Close
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O User Tasks

9.1 Register username

This part is the same as Section 4.

9.2 Maintain financial account number

This part is the same as Section 5.

9.3 Apply to use an instrument

a) In user home page, search for the instrument listed on right side to apply for this instrument.

Eacility Online Managsr

Time on server
Thursday Dec. 10
09:43:27
# Admin Home
# User Home

O Supervisors
%5 Resources Admin

& Maintenance Records|

3 Users Admin

O Email List

£3* Collaborate & Service
© Usage Records

A Purchase Supplies
A Chemicals

& Lendina ltems

Authorized Resources (Click to view schedule)

how my favorite resources only @ Show all resources  Go to My Profile page to set favorite resources

[ECleanroom
A ChemHood 1  Instrument manager

A ChemHood 2 Instrument manager  [AVAIlGBIEN]

A Cleanroom 1 0 user
[BElectron Microscopy Lab
A Helios DualBeam FIB  Day time usel
Formatted t.*t

A TEM J2100F _ Available

You may put any notice here for users to see on their calendar pages

[EiGenomics Facility

A gPCR Instrument manager [iAVailaBIeN]
[=IChemical Stockroom

a

A Room 103 0 user

Available Resources (Click to request training or usage approval) Hide this section

Croscopy Lab
A SEM H4800

EMass Spectrometry Lab

A TSQ 9000 GC-MS

b) After training and your account activated, you will see the instrument name listed on the left
side of the user home page.

Facility Online Manager

Time on server
Thursday Dec. 10

09:43:27
@ Admin Home

# User Home

B | Equipment sc..

O Supervisars

% Resources Admin

& Maintenance Records

@ Users Admin

A Crnnil 1ine

Authorized Resources (Click to view schedule)

) Show my favorite resources only  ® Show all resources.

Go to My_Profile page to set favorite resources

Available Resources (Click to request training or usage af

EICleanroom
A Chem Hood 1
A Chem Hood 2

Instrument manager
Instrument manager
A Cleanroom 1 0 user

=Electron Microscopy Lab

A Helios DualBeam FIB  Day time user

A TEM J2100F
‘You may put any notice her

C

rs to see on their calendar pages.

=Genomics Facility

A gPCR_Instrument manager  [AVaNlaBIen]

= Chemical Stockroom

EElectron Microscopy Lab
A SEM H4800

ElMass Spectrometry Lab
A TS0 9000 GC-MS
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9.4 Sign up to attend a training session

As a to-be-trained user, you can view the instrument calendar. If you see a training session
booked by a manager, you can click the time slot to sign up to attend the training.

Resource: Helios DualBeam FIB

User: Facility Admin(facadmin)

User email: facadmin@acme.edu
Department/Company: IT Services
Reservation: 12/10 10:00 - 12/10 10:30

Comment:
IE inines [/Bella Baker
Sign up to attend this training session

You may withdraw the signup if necessary.

Resource: Helios DualBeam FIB

User: Facility Admin(facadmin)

User email: facadmin@acme.edu
Department/Company: IT Services
Reservation: 12/11 13:30 - 12/11 16:30

Comment:

/IFor traini ees. //Bella Baker//Carol Campbell
emove myself from this training_session
\

TTES— I

Close
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9.5 Safety requirements for instrument use

The required safety certificates are automatically summarized depends on which instruments
that the user is to use. If any safety certificates are expired or invalid, the user will see a warning
pop-up window as soon as the user logs into FOM system. Safety Certificate URL is presented to
users to direct the user how to get the required certificates.

'safety Training Required

couses there,

You are required to get the following safety certificates in order to access the
corresponding resources. Please click the name of the certificate and take one of the

Safety cerificate name Deadline Related resources

Laboratory Safety 04/01/2013 SPF UCTFCT Ultramicrotome, SPF
Certification T Critical Point Dryer

Fersonal Protective 03282013 o UCTIFCT Ultramicrotome, SPF
Equipment Certification o Critical Point Dryer EB53

K-Ray safety Cerification 0412872014 Scintag,2-circle, Dmax-Dewey

9.6 Reservation, cancellation, logon, and logoff

a) In user home page, the authorized instruments are listed on the left side, and all the available
but unauthorized instruments are listed on the right side. In user home page, click the
instrument name that you want to use, or you may click the drop-down selection of equipment
on left side menu to see the calendar of the instrument.

User Shorteuts

= RESERVED: You reserved TEM J2100F from 2020-12-11 14:00:00 0 to 2020-12-11 16:00:00.0 Click here to go to equipment calendar

Ezcilify Onlire Manager, Authorized Resources (Click to view sched

Time on server
Thursday Dec. 10
18:12:17

AOE Am 1
Auditor Home may g ot
# Bell i=Cleanroom
qC a)
Cleanroom 1 1 user
Tvice!

= Chemical Stockroom
=]

A Purchase Supplies

L Chemicals

Room 103 0 user

& Lending Items
% Documents

B User Report

ule)

O Show my favorite resources only @ Show all resources  Go to My Profile pags to sst
faverite resources

Available Resources (Click to request training or usage approval) Hide this section

#Cleanroom

*Electron Microscopy Lab

*Genomics Facility

=Mass Spectrometry Lab
A TS0 9000 GC-MS
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Note from resource manager &ﬁ ‘
Formatted t*t

Helios DualBeam FIB | Available Day time user
Eacitify Oaline Marager Eocus lon Beam
Time on server Dec 2020 <Prev  Today Nexi=
Thursday, Dec 10 Mon 12/07 Tue 12/08 Wed 12/09 Thu 12110 Fri 12111 Sat 12112 Sun 12113
13:12:08
Facility Admin
11:30 - 13:30
@ Adrmin Home liReserve for a user
@ User Home
9 Supervisors 300
Qg Resources Admin
13:30 13:30
& Maintenance Records
14:00 14.00
[8 Users Admin
Email List Carol Campbell 1430
14:30 - 16:30
EZ2 Collaborate & Service
15:00
@ Usage Records
15:30
A Purchase Supplies
A Chemicals 16:00
& | ending It
sralliEne 16:30 16:30

% Documents

B yser Report

b) To reserve a session, click on the time you want to start with. Then you will see the window like
the one below. Choose a proper financial account and the planned start and end time to make
the reservation.

' New reservation X
Resource: Helios DualBeam FIB

| User: Carol Campbell  (Day time user)

| Multiple equipments:

Select to book multiple equipments

Financial account: | Crayons ~
| Reservation: [ 12/11 13:30 = - | 12/11 14:00 -
| Estimated cost: 0.00
. Comment:

Reserve Close

c) A reserved time may be canceled if the planned start time is before the Late Cancellation
timeout set by the instrument manager. To cancel or modify a reserved session, click on your
own reserved time.

' Future reservation x
Resource: Helios DualBeam FIB

| User: Carol Campbell (Day time user)

i Financial account: | Crayons ~
Reservation: | 12/11 14:30 - -| 12/11 16:00 ~
Estimated cost: 0.00

| Comment:

Cancel reserved time Modify Close
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d) Many facilities configure their resources so that no cancellation can be done within X hours of
the reserved start time. Some facilities also configure to charge cancellation fee for late
cancellation. If such timeouts are set and you click on a reservation within this set hours, you
may see the following window, with “Too late to modify”. Some facilities may configure to
disallow cancellation within X hours, then you will see “Too late to Cancel” message.

Future reservation

Resource: Helios DualBeam FIB

User: Carol Campbell (Day time user)
Financial account: Crayons
Reservation: 12/10 14:30 - 12/10 16:30
Estimated cost: -

Comment:

Cancel reserved time

[Too late to modify]  Close

e) Tologon a reserved session or do an express logon, click on the current time (red line).

Fagiity Online Manager Focus lon Beam

Time on server Dec 2020

Note from resource manager Q: “
Formatted to*t
Helios DualBeam FIB . Reserved Day time user

<Prev  Today Next>

Thursday, Dec 10 Mon 12/07 Tue 12/08 Wed 12/09 Thu 12110 Fri 12111 sat 1212 sun 1213
12:00
A Admin Home
12:30
& User Home
@\ Equipment ... ~ 1200
9 Supervisors fgl:;‘l]lyf?glﬂ;lﬂ"
. J[For training Allow

ﬁ Resources Admin up to 3 attendees.
& waintenance Records Cal & B:kerflcarcl
[H Users Admin ey
B Email List Current reservation x
ESicollaborate & S¢ Comment by previous user:
@ Usage Records //For training. Allow up to 3 attendees. //Bella Baker
A Resource: Helios DualBeam FIB

Purchase Supplie N

User: Carol Campbell (Day time user)

A Chemicals R R
5 Financial account: | Crayons ~

Lending It .

SNANGEEMS 1 Reservation: 12/10 14:30 - 12/10 16:30
Q Documents .

Comment:
B User Report
8 My Profile
My Accounts <
@ Contact Manager
o Logon Close

[CRpr

f)  When you are using the instrument your time slot is shown with pink background. Once you
finish using the instrument, you need to click the current time slot to logoff.

9-45



Resource: Helios DualBeam FIB

User: Carol Campbell (Day time user)

Financial account:

Reservation: 12/10 14:30 - 12/10 16:30
Actual usage: 12/10 14:35- 12/10 14:30

Resource status report: ® OK O Something wrong (details in comments)
Comment:

Logoff Close

g) Fillin consumables if you have used. Choose "Something wrong" if you want to report problem
of the instrument. Fill in comment, select account number to use, then click logoff.

9.7 Week view, day view and monthly view of calendars

In the resource calendar page, you may click the gears icon at the top-right corner, and then you
can switch from week view to day view, month view, and agenda view of the instrument calendar.

Select and configure view optins on this device
Switch to old Ul

Week View
Rows/increments per view (default 24):

Day View
Select instruments:

[n Automatic cutting machine Accutom-1 00] [ =CD-2 ] [ = Cluster2 Clogix]

|%Cool Instrument || % CT Scan 1| %CT Scan 2 || xDMA 850 | = Drill Press | = JEOL 600ll

[x Nova 600] [ = Philips XL#!O] [xTestCytomeleﬂ ] [ = TestEqgp1 ] [xTestEqp1 ]

[ Thetaprobe || x Titan I < Vevo2100 | | x Wet bench 3|

Hours per view (default 24): |24
Number of days per view (default 1):

‘ Month View

‘ Agenda View

General Configurations

Font size (default 14):

Refresh rate (in minutes, at least 2, default 5): E

Update & Switch View
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9.8 Forgot logoff sessions

If you forgot logoff your session, you would receive email reminder after the reserved
ending time. Also, the next immediate user who reserved the instrument can log you off. You
would receive email if another user forced you off an instrument.

9.9 Download instrument operation manual

Click on "Documents" link on the left side to download instrument documents.

9.10 User report

Click on "User Report" link to download report of your usage in the facility with given start
time and end time.

9.11 Submit service request form

A user may submit a service request form if the service is provided by the facility lab staff. Click
“Collaborate & Service” on the left side menu, then click the service link.

Request New Service
To submit a new service request or start a new collaborative p§
Facilify Online Manager My Projects

Time on server Show projects requested last week. last month, or between and ‘ and with status | Show All v Submit

Monday Apr. 5

0d-57- 38 Category Y  Assigned To ¥ Project!D Y  Requested By Y  RequestDate ,  LastUpdate Status ¥
# Alan Home Loms v TBA v MS_000001 Alan Anderson 05/1412018 (051412018 04 37) Initial request e ©
a8 - MALDI ~ Facility Admin + MS_000004 Alan Anderson 05/14/2018 (07/11/2019 04:35) Wonderful experimental results verifying our hypothesis! Ongoing v
21 Collaborate & Service
A Chemicals
& |ending Items
% Documents
B User Report

Once a service request is submitted, the project will be listed in this page and the
corresponding manager will follow up with you about the progress of the collaborative project.

Click the Project ID link you will see the details of the collaboration history. You may share files,
and comments in this page with all the involved collaborators.

9-47



MS_000004 Project Details

Comment Document Comment By Comment Date Status

Initial request Initial Request HTML Alan Anderson 05/14/2018 05:43 Initial Request
Arecent paper published in Microscopy Today Uploaded File Alan Anderson 07/11/2019 04:33 Initial Request
Wonderful experimental results verifying our hypothesis! Uploaded File Facility Admin 0711/2019 04:35 Initial Request

Current Collaborators: & Facility Admin, & Alan Anderson

Add Comment:

Attachment:

Send Email to all collaborators: [

Updsto Projec Satus To:

Submit

9.12 Purchase supplies

If a laboratory provides consumables for sale, you may click the Purchase Supplies link on the
left side menu to check out the consumables.

Purchase Consumables

Electron Microscopy Lab v

Search/Filter: l—\

Lociliy Dnline Msreger Consumable Name Unit Price Amount in stock  Quantity
Time on server L2 litres 15 9993 \—/
Thursday Dec. 10 Stainless Steel Tweezer pairs 100 2 L]
15.14.33 TEM Grid Au 300Mesh pieces 10 500 L]

# Bella Home Submit

= .

£2¥ Collaborate & Service
A Purchase Supplies
L Chemicals

& Lending ltems

a o

9.13 Borrow items from the lab

If a laboratory has set up small devices or tools for rent, you may click the Lending Items link
on the left side menu to check out and return the items you are borrowing from the lab.

a Select Facility: |Chemical Stockroom v
Search/Filter:

Name User Default location Actions Borrowed at Planned return Condition Comment
Facility Online Manager
Multimeter ~ Available Room 101, Left Cabinet = Broken/Missing parts
Time on server
Thursday, Dec 10
15:17:53 Oscilloscope Bella Baker Room 101, Left Cabinet - 12/3/2020 9:43  12/10/2020 12:00 OK
# Bella Home Portable GPS Available Room 101, Right Cabinet @ OK

i T

K23 Collaborate & Service
A Purchase Supplies
A Chemicals

& Lending ltems

% Documents

B User Report
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9.14 Keep track of chemicals in the lab

Click the Chemicals link on the left side menu to find whether a chemical is available in the
facility, where it is located, and the current amount in stock.

Select Facility: |Chemical Stockroom v

Search/Filter: |Chemica\ name |Location
ek Chemical Name Default location Sublocation Amount Unit
R Perchloric Acid 101 Left Cabinet, Top shelf 1000 ml
Th"rfg?zya‘;ggc il Potassium Hydroxide 102 Right cabinet, bottom shelf 2000 mi

# Bella Home
& .

K22 Collaborate & Service
A Purchase Supplies
A Chemicals

& Lending Items

9.15 User Preferences and Email opt-outs

Click on "My Profile" link to update your contact information and other user preference
items.

Update User Preferences

User Class: Internal User

Login Name: facadmin

Thursday Dec. 10
17:42:51 Passiord Again
# Admin Home il
# User Home Last Name:
= M Email: facadmin@acme edu
$ Biling
Ll Reports Category:
(] Facility Config Discipline: Other research
» Safety Certificates Department: IT Services
+ Holidays Supervisor: Adam Butler
& User Survey Submit
s Departments User Preferences:  (No need to submit. It is updated as scon as you click!)
O Supervisors Auto Logon
o Resources Admin [ Log me on automatically on this computer uniil | manually logout
& wMaintenance Records ‘ Enter device name Generate Authentication Code
Users Admin Show Handy Links
B Email List [ Show handy links. (Mote: If you clicked an advertisement link more than 5 times, it will automatically turn into non-fliashy text link )
£Z2 Collaborate & Service Show FOM reservations in your Outlook or Google calendar (Google Calendar synchronize every 24 hours, Outlook synchronize every time you Send/Receive email)
© Usage Records http:Mocalhost: 8080/ fomv2/sch ics?p=5D5IuNYKTi00132
= Email when a reservation is cancelled within pre-defined time ically 24 hrs|
4 Purchase Supplies P (pically )
4 Chemicals
- LetiTliEne Email when eguipment status is changed (except you have reservation in two days)
% Documents
Helios DualBeam FIB SEM H4200 TEM J2100F TSQ 9000 GC-MS
B User Report
Email several days before your session starts so you can add te your personal calendar
& My Profile v v v youre
My Accounts

Contact Manager Email after your reserved session ends and you are still logged on (means you may have forgotten to logoff)

o

Logout
My favorite resources:
SEM H4800 TEM J2100F TSQ 9000 GC-MS

Stop Using this FOM System

| am not using this FOM system any more. Deactivate my username so | will not log inte FOM nor get email from FOM
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9.16 Link FOM reservations with your Outlook or Google

Calendar

In “My Profile” page, you can find a URL to “Show FOM reservations in your Outlook or

Google calendar”.

A users Aamin

B Email List User Preferences:  (No need to submit. It is updated as soon as you click!)
£Z8 Collaborate & Service Auto Logon
@ Usage Records [J Log me on automatically on this computer until | manually logout

‘ Enter device name ‘ Generate Authentication Code

Purchase Supplies

Show FOM reseryations.in

Chemicals

! Lending ltems http:/llocalhost: 8080/ fomv2/sch ics?p=RSDJOVI5Lc01045

M| R e @

Documents Email when a reservation i1s cancelled within pre-defined time (typically 24 hrs)
User Report

My Profile Email when equipment status is changed (except you have reservation in two days)
My Accounts

In Google Calend

My calendars .

Shu-You LI [~]

Tasks :

Add | Settir i

Other calendars 108
Browse Interesting Calendars T

Add a fnend's calendar

Add by URL

mport calendar

gle calendar (Google Calendar synchronize every 24 hours, Outlook synchronize every time you Send/Receive email)

ar, Click the “Add” link at the lower left corner, then select “Add by URL".

Paste the URL you have got from Step #1 in the URL field and click “Add Calendar”.

Add by URL
URL:

hitp:/heww fom northwestern edwfom/sch . ics? p=x00000000

I you know the address to a calendar (in iCal formal), you can type in the
address here

[TIMake the calendar publicly accessible?

_ Add Calendar | Cancel |

In Outlook, go to Calendar view, click Open Calendar, and then select “From Internet”.

0|| 33 5 9 X Finda Con

3 | Home
-
Mew Hew New
Appaintment Meeting Ttems =
MNew
4 May 2011 N
SuMo TuWe Th Fr Sa

1 2[3] 4 5 6 7
B 910 11 12 13 14
15 16 17 18 13 20 21
2B M5B
% 30 31

Paste the UR

Send / Recelve

Calendar - Personal Folders - Microsoft Outlook

Folder View

14 Address Book
Week Month Schedule
View

Taday HNetT
Days
GoTa

Day | Waork
Week

Open
Calendar
.| Manage Cate

From Address Book...

May 02 - 06, 2011 From Room List...

# Calendar
Maonday

x # FOM instrument reservations

3

)

From Internet...

2 Tuesday

Create Mew Elank Calendar...

L that you have got from Step #1. If your FOM schedule URL starts with

Dpen Shared Calendar...

http://, change your link to start with webcal://; If your FOM schedule URL starts with

https://, chan

ge your link to start with webcals://.
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9.17 Update account number

Click on "My Accounts" to add your account number(s). For auditing purposes, you cannot
modify an account number once it has been validated and added to the system, but you can

make it inactive if you don’t use an account number anymore.

Update WBS Number
# Research name WBS Number Is Active? Set as default
Eacility Oriline Wansger 1 Admin_Use 0000 O
2 Crayons 650-4735000-60012001
Time on server
Thursday Dec. 10 3 Grapheng 650-4735000-60012002 O

14:50:03

#Set default WBS Number for each equipment

# Admin Home
# User Home

| .. | Addanew account

O Supervisors
Research name

% Resources Admin

& Maintenance Records

| |(Formal Research Name - Account owner; eg: XYZ Material Analysis - James

Waong)

8 Users Admin GL Code I:I

8 Email List Category

1 Collabarate & Service Description

@ Usage Records

L Purchase Supplies P
£ Chemicals Add this account

& Lending ltems

% Documents

B UserReport

8 My Profile Click here to go back to User Home

= My Accounts
@ Contact Manager

® Logout

9.18 Contact managers

Click on "Contact Manager" to write message to instrument manager(s).

Select the person(s) you want te contact with and fill in the message at bottom.

Chemical Stockroom Electron Microscopy Lab Machine Shop
[J Facility Admin [ Facility Admin [ Facility Admin
Weisger
Cleanroom Genomics Facility Mass Spectrometry Lab
Time on server O Facility Admin [ Facility Admin [ Facility Admin
Thursday Dec. 10 [ Carol Campbell [ Carol Campbell
1746 55 NMR facility
ECE Electronics Services Shop High Throughput Analysis Core [ Facility Admin
[ Facility Admin Facility Admin
Auditor Home
# Bella Home
&8
Subject: | Select a subject v
%= Collaborate & Service  Message
& Purchase Supplies
4 Chemicals
& Lending ltems
% Documents
I User Report
& My Profile
= My Accounts
@ Contact Manager
O Logout
A

-lJ—'f 2 +—5 - Add the three numbers and enter the answer.

Send |Reset]
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10 Supervisor Assistant Tasks

Supervisor Assistant’s access is granted to normal user in the Supervisors page. A supervisor
may be the Assistant to themselves. Any Facility Administrator or Instrument Manager can add or
remove Supervisor Assistants from Supervisor’s profile

Eaeiliiy Online M

Supervisor Information

Time on server
Monday Apr. 5
05:05:46
Admin Home
User Home

Equipment sc... ¥

L N

Billing

Ll Reports

Facility Config

# Safety Certificates
4 Holidays

& User Survey

s Departments
O Supervisors

£ Resources Admin

Search supervi: ‘Type to search ‘ Add new supervisor
Download this supervisor's usage report: | Select facility v | 0310172021 |-[ 04i01/2021 Submit
e
FirstName [ Adam |
LastName [ Butler |
Prne
Email [ adam edu |
Office Room Number ~ [707
Office Building
Supervisor Report __(®) iale i
Assistants | ) |Leave blank if not needed. Multiple emails allowed with commas, must be valid user emails in the
system e
Update

Once a user is granted Supervisor Assistant access, the user can login and go to Supervisor
Home page. In the Supervisor Home page, a Supervisor Assistant can edit the Supervisor
information and group member information, download group member usage records, billing
records, set expense limit, and more.

Tips:
- User names shown in red are the users who use the WBS Number but does not belong to your group
- Click user's name to edit that user.
e - Click WBS Number to get report off that number.
scilify Online Msrager " P S
- You may edit supervisor information if needed
Time on server
Thursday Dec. 10 Title First name Last name Phone Email Office Building Report link Assistant(s)
15: 2653 [Adam | [Butler | [2242259168 | [ adambuller@acme.edu | ?')IBS ONo bella baker@acme ed
Link
# Supervisor Home % - Group members’ activity report:  Start date: | 01/11/2020 | end date:| 01/12/202C | Submit
Sort by WBS Number ) Sort by user name
R Monthly report:  Start date: | 01/11/2020 |, end date:| 01/12/202( | Submit
S ———— Usage charge by equipment:  Start date: | 01/11/2020 |, end date: | 01/12/202C | Submit
%1 Collaborate & Service Note: The start date is included but the end date only includes the prev.lou.s date of the requested datta e.mered
WBS Number User Name Research name WBS Number Status Is Default Expiration Date Expense Limit
4 Purchase Supplies 302-4785600-1 Facility Admin Pilot Research Inactive No 01/01/2109 0.00
4 Chemicals ‘ Add new user ... | Add User
& Lending ltems 6-218-5246-Bees-Ants Bella Baker Bees and Ants Active No 14/05/2113 0.00
% Documents [ Add new user ... | AddUser
B User Report 610-4735000-60012002 Alan Anderson Animal Research Active No 14/05/2118 0.00
Add new user ... Add User
& My Profile ‘ |
650-4735000-60012001 Carol Campbell Crayans Active No 14/05/2118 0.00
= My Accounts B %
‘ Add new user | Add User
@ Contact Manager
650-4735000-60012002 Carol Campbell Graphene Active No 14/05/2118 0.00
O Logout [Add new user || AddUser
YD000002.CC1510.PGO0032 P.J029586 ML378 Facility Admin MCC 2 Active No 01/01/2109 0.00
‘ Add new user | Add User
Sidebar Status: Pinned Facility Online Manager® www.fomnetworks.com, Program Version 3.2.80 Number of online users: 2

11 Business Manager and Auditor Tasks

Business Manager and Auditor’s access can be granted by Facility Administrator or System
Administrator for each facility (see section 6.2).
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Eacilify Onlire Measger

Time on server
Monday Apr. 5

05:-06 - 41

Admin Home

User Home

B = =

S Billing

Ll Reports

Facility Config

# Safety Certificates
2 Holidays

£ User Survey

& Departments
O Supervisors
5 Resources Admin

& Maintenance Records|

2 Users Admin
B Email List
2 Collaborate & Service

(]

Usage Records

Purchase Supplies
Chemicals

Lending ltems

Facility information

Electron Microscopy Lab v

Facility name

Electron Microscopy Lab

Facility description (keep short, no line breaks)

Invoi

Open to public user applications

Send email when user equipment level changes

Facility website URL ‘ |

ice template file name ‘ Ifom_cenfig/user_htm|_files/Yale_MCC_External_lnvoice_Templ |

User agreement URL ‘

L]

0: No verification needed. New user can request training on equipments right away,

|Thi5 file is shown when user apply to use equipment

User verification

1-98: Verification needed before use of facility. Verification expires in the number of years. Put 99 if it never expires.

Facility Administrators « Facility Admin(facadmin@acma.edu)

® Open to every registered user’ Private group use only
© Always send O Neversend ® Prompt each time

Facility status @ Active O Inactive

Update

Business Manager and Auditor's Access

Au

Access to Reports:

ditor #1

‘ Bella Baker(bella.baker@acme.edu) v‘ Delete This Auditor

Billing
[J Equipment User Usags-Times

) Revenue and usage by supervisors and departments
(] Cleanroom Activity Report

[0 Reserved-Actual-Combined Minutes

Documents

I

User Report

My Profile
My Accounts

) m 1>

bl

(] Time and ravenue per user per instrument
[ Active users of instruments during defined period

Add new auditor

Submit

Once granted Auditor access and given access to specific report types, the auditor may login to
Auditor Home page, where the auditor can download various reports.

Facilify Orline Mznager

Time on server
Thursday Dec. 10

15:29:23

# Bella Home

Be patient! It may take several minutes to create a report !!!
Note: For all the reports, the start date is included, but the end date is not.

Report Type Parameters Submit
Click here to go to FOM billing page
Usage details with purpese Start date: | 01/11/2020 End dats: | 01/12/2020 Submit

£21 Collaborate & Service
A Purchase Supplies

L Chamirale
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12 FOM® Hardware Access Control Interlocks

FLOB-01 rear view 3D

RS2

Vaste: Port

NP-02 series frontview NP-04D rear view

NP-02 rear view NP-02H rear view

NP-08 rear view

NP-08H rear view

System Specifications

Input Voltage 100-240VAC 120 VAC 220 VAC 9-32 VDC 120 VAC 220 VAC
No. of Ports 2 2 2 4 8 8
1x NEMA15

Output Type NEMA15 IEC320 Dry Contact NEMA15 IEC320

1x Dry Contact

Max. Output Voltage AC or Relay 120 VAC 220 VAC Relay ACorDC 120 VAC 220 VAC

Max. output Current 10 A 13A 10 A 2A 15A 10 A
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13 FOM® Software Access Control System

& 20M Screen Lock

Enter your FOM username and password to
unlock the screen

Usemama:
Pagawied

Lagan

FOMLock Software Access Control provided an alternative
cost-effective solution to the hardware access controls.

System Requirements

- Support Operating System Windows XP SP4 or up

- .Net Framework 4.0 or up must be installed before using the FOMLock.exe

- The computer must be connected to the Ethernet

- Port 2011 must be set to be allowed on local and campus network firewall policies.

Price List of FOM Access Controls

FLOB-01

NP-02

NP-04D

NP-08

NP-02H

NP-08H

S&H

FOMLock

1-port power control and 1-port dry contact $200/ea
2-port power control with US type plugs $200/ea
4-port signal control with dry contacts $450/ea
8-port power control with US type plugs $450/ea
2-port power control with UK type plugs $230/ea
8-port power control with UK type plugs $520/ea

Shipping and handling is 5% of total order price, minimum charge $20. International
shipping charge is 20% of total order price.

Software access control. FOM Lock can be installed on unlimited $800/license
number of instrument PCs once license is paid.
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Appendix 1. Set up and Connection of FLOB-
01 Relay Boxes

Note: This manual is for the box that comes with a locker compartment so that you can hide the
power plug or dry contacts from normal user’s access. For the configuration of the other type of
FOM boxes such as NP-02 or NP-08 series, please refer to Appendix 2.

1. This box has a hardware switch to either use DHCP or static IP. If your network issues
permanent IP address with a fixed MAC address, you just need to turn the switch to DHCP
and don’t need to set the IP address in the following steps. You should always change
the default access key for security reasons.

2. Open a browser and type the IP address of the box in the browser address bar. The default
static IP address of the box is 192.168.1.200. If your network uses static IP. You need first
change your computer’s IP address to 192.168.1.1 in order to access the box configuration

page.
oo o
| FLOBw25 x\+ :
( (-' /| (i) 1921681.200 @ || Q Search B » =
FOM Lock Box v2.5

Key: Access

3. Enter the key to this box and click Access (keyboard Enter doesn’t work here). The default
key is fomadmin. You are recommended to change as soon as you first set up the box.

Appendix 1-56



4. Inthe opened page, you can change the key to this box, update IP, SM (Subnet Mask), and
GW (default Gateway). The Debug Mode field should be always set to 0. You should
always change the default access key for security reasons.

e =Bl | S—
| FLOBV2.5 x \ +

] 192.168.1.200/ relay/fon c Search W B8 » =

FOM Lock Box v2.5 Config

Change Key
| Debug Mode: 0

These settings only apply if the switch 1s set to Static.
IP: 192 168 1 200

SM: 255 255 255 0
GW: 192 168 1 1

Set & Reboot

b

5. Once the key is updated and the IP is configured, you need to go to FOM and update the
corresponding resource admin page. You need to update the key even you are using
the default key of fomadmin.

Note: If you are using NAT port mapping, you need to put the IP address with the NAT port
number, such as 192.168.1.200:5080 and another one 192.168.1.200:5081

Access Control

EasyLogon Reader ID: | | Leave blank if no EasyLogon ussed
Relay Communication Method: | FLOB-01 v
Relay Switch IP: [ 101.1.2.3 | Minimum 7 characters, or leave blank if no access control is used.

Relay Qutlet Number: Leave blank if no access control is used.

FLOB Access Key: | fomadmin | Alphanumeric, Up to 9 characters.

Relay Status: Checking relay status ...

6. Now you can connect this box onto the corresponding instrument.

Note: To reset FLOB-01 to factory settings: Unplug the power, then while holding the RESET
PIN, plug the power back on. Continue holding the reset pin for about 10 seconds and then
release.
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Appendix 2. Set up and Connection of NP
series Relay Boxes

Control power

Communicate supply or signal

via lidathat line independ Instrument 1
FOM Central | 1einet protocol} copg Access NoPC fequiied
Server . 0 | Control Box
Any server CPU - No PC required
Software required: Instrument 2
*Microsoft Server 2003 or up -
Microsoft SQL2000 up No PC required
*Apache Tomcat
FOM package /

RSZ32(0CE)
Master Port

1. You will need the following to start with:

a. For each relay box, you need to request a permanent IP address from your IT
department. It might be standard internet IP address or local area network with Port
Mapping. Your IT department should also give you the Subnet Mask and Default
Gateway. In this manual we use the following as an example:

IP Address: 10.1.1.201
Subnet Mask: 255.255.0.0
Default Gateway: 10.1.1.1

b. Also notify your IT department that inbound PORT 80 (HTTP) communication must be
allowed from the FOM server to each of the relay boxes.
If you are using online FOM server, the IP address of the FOM server is 69.65.29.2

(www.instrumentschedule.com).
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c. You will need two Ethernet cables and an internet hub or switch, as shown below (or a
cross-over type cable to connect directly).

2. The default IP address of the box is 192.168.1.100. So you need to first set your computer IP
to the same range. For example, you may configure your PC with IP 192.168.1.101, subnet
mask 255.255.255.0, Default gateway may be left empty.

Connect both your PC and the box to one hub or switch.

4. Open a browser, type in address http://192.168.1.100. You will need username and password
to access this website. The default username is admin and password is also admin. You may
change the username/password after logging in (recommended).

5. After logging in, you see a window similar to this:

w

"

| ‘i netBooter™ Model: WNP-02({B)

FEv————— Dewvice ID: NP-02B Time: 07/15/2013-22:59:49 Login as: mntc

Systern Power Outlet Status
Metwork
Qutlet Setup Outlet # OnfOff Rehaot Statusz Marme Reservation

| AutaPing 1 @ @ . Outletl

Administration

Event Motification 2 @ @ . Outletz

Wigw Event
Logging aF‘u:vwer ON .Power OFF

Logout

Grouped Power Outlet Control

Reboot Cutlet List

on off
: @ @ @

Autoping/Reboot Status

Destination IP Outlet List  Receive Echoes/Total Pings Reboot Tirmes
0.0.0.0 1 ofo u}

0.0.0.0 2 o/ a

Reset |

6. Click Network on left side, then change the following items:

e Obtain IP using DHCP = No

e Static IP: (the static IP you received from IT department)

e Subnet Mask: the subnet mask you received from IT department)
e Gateway IP: the gateway IP you received from your IT department)
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o
|

Operation Status
Systermn

Metwork

Cutlet Setup
AutaFing
Administration
Event Motification

Wiew Event
Lagging

Logout

retBooter™ Model: NP-02(B)

Obtian IP

IND j

atic IP (x.x.x.x) IW
Subnet Mask (s .00.x) W
ateway IP(x.x.x.x) W
IF Manually Disablej
Primary DNS IP (x.0.00.x) 0.0.0.0
Secondary DNS IP{x.x.0x) W
HTTF Port # (Default-80) T
Telnet Port # (Default-23) |23
SMTP Part # (Default-25) I
Outgoing Email-SMTP Server I
SMTP Requires auth Il
Account Mame I
(e.g.: mySys@shbeglobal.net)
Acoount Password I
Out Email 1 |
CQut Email 2 I
[submit | _undo |

Copyright & 2011 FOM N

etworks (\WF22)

7. Submit the form. You may see page loading error page, because the IP address of the box has

been changed.

8. After IP is configured, you may disconnect the box and connect it to your instrument.

Wall power \/\

Wall Internet

FOM
Relay Box

N\

=

Power control to
instrument #1

Secondary relay
may be used to Signal line
convert power control to
switch to single- instrument #2
pole signal switch
9. Once the hardware is connected, you may now log into FOM, go to the Resources Admin

page, and select “NP Series” from the Relay Communication Method dropdown list.

Access Control

EasyLogon Reader ID: |

Leave blank if no EasylLogon ussed

Relay Communication Method: | No Access Control

New User Rules

-

No Access Control
FLOB-01

NP Series

FOMLock software client

10. Once the Relay Communication Method is selected, you will see more fields where you need

update the Relay Switch IP address, the Relay port number , and the Relay

username/password. Once these fields are updated, in the Relay Status line you should see
the status of the relay. If you see the Relay Status returned ERROR, you need to find out
whether there is firewall blocking the traffic from the FOM server to the relay box.
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Note: If you are using NAT port mapping, you need to put the IP address with the NAT port
number, such as 192.168.1.200:5080 and another one 192.168.1.200:5081

Access Control

EasylLogon Reader ID: | | Leave blank if no EasyLogon ussed
Relay Communication Method: | NP Series v|
Relay Switch IP: | 10.1.1.201 | Minimum 7 characters, or leave blank if no access control is used.

Relay Outlet Number: Leave blank if no access control Is used.

Relay Username: | admin | Alphanumeric, Up fo 9 characters.

Relay Password: | == | Up to 31 characters.

Relay Status: Checking relay status ...
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Appendix 3. Set up and connection of
software screen locks

The following steps assume that you already have the FOM standard or enterprise
license installed and received the FOMLock client package from FOM Networks, Inc. If
not, please contact Dr. Shuyou Li at shuyou@fomnetworks.com.

The computers on which you are to install the soft lock must have static IP address and
have .Net framework version 4.0 installed. Please contact your IT support if you are not
sure the computer meets the requirements. In the following steps we use IP address
192.168.1.2 as an example. When you follow the procedures, replace 192.168.1.2 with the
IP address of the to-be-controlled PC.

1. Login FOM as Facility Admin or Instrument Manager. Go to Resources Admin, and
select the instrument where the soft lock will be installed.
2. In the Relay Communication Method field, select FOMLock software client.

Access Control

EasyLogon Reader ID: | Leave blank if no EasylLogon ussed
Relay Communication Method: | Mo Access Control v|
No Access Control
FLOB-01
New User Rules NP Series

FOMLock software client
3. After the Relay Communication Method is selected, you will see more fields where
you can set the Relay switch IP, Freeze Process, and FOMLock Client Machine ID
fields. Type in the IP address of the to-be-controlled computer. The Freeze Process
field is optional if you want to freeze a program when the screen is locked.

Note: If you are using NAT port mapping, you need to put the IP address with the NAT port
number, such as 192.168.1.200:5080 and another one 192.168.1.200:5081

Access Control

EasyLogon Reader ID: | | Leave blank if no EasyLogon ussed

Relay Communication Method: | FOMLock software client ~|

Relay Switch IP: | 192.168.1.2 | Minimum 7 characters, or leave blank if no access control is used.

Freeze Process: | | Process name in Windows Task Manager to be freezed by FOMLock.

FOMLock Client Machine ID: Click to reset

Relay Status: Checking relay status ...

4. If the to-be-controlled PC is a replacement of an existing computer, you need to reset
the FOMLock machine ID.
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5. Open Schedule page of the instrument to be controlled. In the address bar, you can
find the Equipment ID number. Please write it down. We will need this number in next
steps.

— & - B *x http: ffwmeform northwestern.edufdm fschedule?equipid=101 DE ~ | £ | »

NU - FOM - Schedule

= |

6. On the to-be-controlled PC, unzip the FOMLock package to C:\FOMLock\ folder (All
the following configurations refer to this folder. If you unzip to another drive or folder,
you need check carefully all the configurations to make sure the reference is correct).

7. Use Notepad.exe to open the file “fomlock.properties” in FOMLock folder. Update the
line with the URL of your FOM home page, eg.

https://www.instrumentschedule.com,https://www.instrumentschedule.com/fom/fomlock?eid=101
Make sure the URL starts with either http or https depends on your FOM server
setting. The eid must match the number you have got from step #3 above.

"j fomlock.properties - Notepad | = | E |ﬁ]

-

| File Edit Format View Help |
http://url_fom_server http:/ /url_fom_server /fom/fomlock7eid=101] p

8. On the to-be-controlled PC, configure firewall so that FOMLock.exe is allowed for
inbound TCP port 2011. To do this, right-click on the file SetupFirewall.bat and
choose Run As Administrator.

9. You may test the firewall and other settings with the following command in DOS
mode:

Fomlock.exe testmode

10.When starting FOMLock with testmode parameter, if everything is working properly,
you should see something like the following in the CMD window:

[4/24/2021 03:42:08 PM] Starting in Debug Mode
[4/24/2021 03:42:09 PM] PREFIX: http://127.0.0.1:8080
[4/24/2021 03:42:09 PM] URL.: http://127.0.0.1:8080/fomv2/fomlock?eid=32
[4/24/2021 03:42:09 PM] HIDE: False
[4/24/2021 03:42:09 PM] If it weren't debug mode, | would lock the screen.
[4/24/2021 03:42:09 PM] Got page: about:blank
[4/24/2021 03:42:09 PM] Ignoring about blank in prefix inject check
%Udﬂ&lo PM] Received: GET /pset%201%200/4C4C4544-UU§®
3C04E315432-C0G71T2-BFEBFBFFO00506E3 HTTP/1.1
[4/24/2021 03:42:10 PM] Got page: http://127.0.0.1:8080/fomv2/fomlock?eid=32
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[4/24/2021 03:42:10 PM] Has prefix, injecting code.

In the log above, the circled line is critical, which indicates that the FOMLock client
successfully received command from the FOM server. If you don'’t see this line, you
need to troubleshoot and find what is blocking the traffic from the FOM server to the
FOMLock client computer.

11.Run FOMLock.exe, you should see the computer is locked, with only the FOM
welcome page shown up on screen. Like the screenshot below.

ﬁ’ FOM Screen Lock

Enter your FOM username and password to
unlock the screen

Username:

Password:

12.To unlock the screen, you need login FOM, and then logon this instrument as you
normally do to start using the instrument. This may be done on the locked PC or
another internet connected PC.

13. With successful logon, the FOM screen should be unlocked and you see normal
desktop again. The FOM Lock window is now a normal window shown at the top-
center of the computer screen, with a timer shown and a logoff button. You may
minimize until the end of your session.

# FOM Soft Lock - Unlocked L= [ E] |l

Current user: Kevin Click, Started at: 2013-05-07 22:21:33
Elapsedtime: _ 0__ hours _ 0 minutes __ 28 seconds.

| Logoff |

14.1f steps above are successful, you may now configure Windows to auto start
FOMLock when Windows reboot. Right-click Autologon.exe in the FOMLock folder
and select “run as administrator”. Enter username and password for the username
that you want Windows to automatically logon with, then click Enable.
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Autologen - Sysinternals e |
Uzemame:  Adminiztrakar

Dramain: shupou-laptop
Fazzword:

15.Double click the file “registry_fomlock.reg” to add auto-start FOMLock script to the
registry. Click Yes to continue.

-,

Registry Editor

l Adding information can unintentionally change or delete values and cause components to
stop working correctly. If you do not trust the source of this information in
CAFOMLockiregistry_fomlock.reg, do not add it to the registry.

Are you sure you want to continue?

16.Reboot the computer to confirm that the FOMLock is started automatically.

Now, inform your users with the following instructions on how to use the soft lock of FOM.

1. Reserve instrument on FOM calendar with any internet-connected computer.

2. Before starting experiment on the instrument, you should see the computer screen
locked with only the FOM welcome page shown.

3. Login FOM as normal, and the computer screen will be unlocked with a successful
logon of this instrument.

4. After experiment, you must click “Logoff” in the FOM Lock window. This will log you
off FOM session and lock the computer screen and be ready for the next user.

Appendix 3-65



Appendix 4. Contact information and problem
reports

FOM® Technical Issues and System Troubleshooting:
Shuyou Li, Ph.D.

shuyou@fomnetworks.com

Office Phone: (224) 225-9168

or General FOM Networks, Inc. email
info@fomnetworks.com

Mailing Address:

FOM Networks, Inc.

1 Northfield Plaza, Suite 300
Northfield, IL 60093-1214
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